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In December 1973 the SHARE 'Securi~y and ~ata ~,nagement

Project submitted requirements to IBM in the area 'of future
data secur.ity goals. The objective of these re'quirements vas
to ·define an environment within ~he as/vs operating.system
such that a basic security system would exist and
implementirig a customized security system would. be a
feasible task for mos·t installa·tions•.

IB" has provided a crucial prerequisite of this e~vironment
with 05/V52 R,lease 2 ~nd its system integrity support.
Until this time,:the only way to provide a secure system. was
to limit ~ystem access to some· secure subsystem. In. example
of this typ~.of subsystem could be I"5. Unfortunately, the
security of s~ch· a system leaves much to be desited since
most installations, because of economics, are forced to
allow application program development and system programming
activity to simultaneously occur on the same system as the
hopefully secute' DB/DC subsystems. These concurrent
activitie~, all.occuring on the same data processing sys~em,

are~an area of considerable concern.

This is not meant to indicate mistrust of th~ system
programmers; rather, this concern is a realiza~ion.that when
there is a breach' of system security, those with
nnres~ricted acces~ t6.the ~ystem are, unf6rtunately, often
~ssrimed guilty un~il proven innocent. We define thedatasets
which contain the mOdules' of the operating ~ystem as an
enti~y called "the system database" and system programmers
must deal with this -database daily. This database is the
most important database on any system, since a violation of
its integrity can le~d ~o an undetectable violation of any
other database on the sistem. To treat the system database
li~htly. or with inadequate. security a~d journalling
~rocedures, is a clear·invitation to disaster~

It,li~ my belief that the first objective of a security
sy~tem must be t.O protect both ·the system database and. ·the
application program database from unauthorized change. This
includes the automatic journallinq of suff.icient. informa·tion
such· that recovery of .the system to the s~ate prior to the
change is possible, as well as making a record of each
change so that accountabili~y r~sts vi~h a single
individual. Furthermore, the journal itself must be
completely secure and inviolate. Good mainten~rice procedures
are a byproduct of good security procedures since even
unintentional errors can be easily found and corrected.

The ability to identify the responsible party for any
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lIodif.ication to any system, application, or working database
on the data processing syst~m is a requirement. To be able
t~ do this implies that the ~ystem must be able to identify
its users with a reasonable degree of confidence. The degree
of confidence should be related to the importance of the
database and the level of risk that the installation wish.es
to assume. This requirement is currently complicated by the
fact that to~ay's delivery subsystems such as JES, CICS, 1"5
and' TSO, ha've no common aethod of identification and
validation of that identification. In fact, some do n~t

provide for any identification at all.

It is for the above reasons ~hat one of the SHARE Security
and Data "anagement Project's requirments called for a
co••on user identifier across all interfaces to the system,
and for the ability of the installation to provide its own
validation techniques in order to assure the desired degree
of confidence in the identifica~ion necessary for their
environllen t. .

An install~tion's validation te~hniques may include the u~e
of passvords~ badge readers, or the placement of ~erminals

and other input devices in supervised areas where a
secondary, visual identification is required by a guard
before access is permitted. The required hardware for this
support is currently available and the software required is
not difficult to produce; yet almost no delivery systems
support it. The point is that we have no system-wide user
identifier and no software 'support of the hardware security
devices.

It should also be noted that an unsuccessful attempt to
access the system may be an indication that the system is
under attack. Unsuccessful attempts should be journalled
with all available suppor~ing information, including the·~

geographical location of the attellpt if it is available.
Computer analysis of the journal may provide an installation
with information that can help to prevent successful
unauthorized access to the system.

Likewise, since the user identifier is the same for all
delivery systems and is unique to a ~single individual.
simultaneous access to the system with the same identifier
from two terminals is an absolute signal that the security
of the system has been breached and security personnel
should be immediately dispatched to investiga'te. Simple
computer analysis of all access atteapts may also uncover
violations of the system security if the accesses fro. a
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single user occur from different geographical locations~ and
these accesses are physically impossible to accomplish
within a short period of time.

Thus, common user identification, sufficient validation
techniques, and some method of restricting users ~o only
those., ~ ....subsystems that they need to access are the first
lines of defense for any system. This, along with proper
journalling techniques, which can limit the responsibility
for any action~to the level of an individual, which, if well
publicized, c:n act as a deterrent to misues of authorized
privileges, and which can recons~ruct the system to the
state prior to an undesirable modification, may be all that
an installation requires to protect its mission capability.

These procedures are sufficient protection for an
installation only under limi~ed circumstances. First, data
processing managemen~, either directly or indirec~ly via
corporate management, must have absolute control over all
nsers of the system, such tha~ it would be extremely
disadvantageous for someone to misuse his ~uthorized

privileges~ The second condition is that any unauthorized
alteration of data could be quickly found and corrected, and
responsibility for this alteration could be easily assigned.
The third c1odndition

b
,is th~t th1e m1

j

e

sSiond<:apadb.idlit~ of thhe ,,_-~
system vou not e ser10ns y eopar 1ze ur1nq t e
interval of time between the alteration and the eventual
,correction of the data.

The procedures discussed are not adequate if there is no
direct control over the users such as in a service bureau
environment, if the confldentiali ty of the dat~, is such that
serious consequences, would occur if disclosed, or if the

,. correctness of the . data at all times is essential to the
mission capability of the data processing center.

An additional ~tep towards protecting data would be a
program such as I~S which would be supported by' the
operating system as a single designated interface for
accessing a da~abase. This implies that the "designated
interface program" must be able to analyze· the access
request to determine its validity ~ both in terms of the
individual making the': "request and the content of ·the
request. An interface program should al~o be capable of
preventing accidental destruction of the data and be in a
good position to efficiently journal changes to the database
for later recovery.
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However, al though designated';inter face progra 1\15 are required
for system security, to ~lace the authorization decision
making within each interface program may be difficult and
lead to inconsistencies between various programs. In
addition, as was stated previously, if this is ~o be
considered a solution, then the system and application
proqram dat~bases must also be treated securely. The only
program and process that is able to protect these databases
is the operating system itself, and no preconceived security
scheme provided by the vendor will be able to enforce the
wide var.iety of requirements found in var.ious installations.

A· good example of this is the question of whether to have
cent.ralized or decen'tralized administ.rat.ion of the securi t.y
of the data on the system. If the system only serv.ices one
corporate function, if the corporation believes it is
economically and practically feasible to have a central
security staff, or if the system handles highly classified
information, then a centralize~ staff for administration of
the security function provided by the data processing system
is mandato·ry.

In a service bureau environment, a university, or anywhere
that the responsibility for the security and integrity of
the data lies outside of the data processing center, then
the people who own or are responsible for the data must have
administrative control over it. In these kinds of
environments decentralized' administrative control places
securixy where it is most meaningful.

Any security system must be able to function regardless of
whether its administration is centrali~ed or decentralized.
It must be a par~ of both ~he interface programs and of the
operating system if it is to be effective.

In addition, the security system must be fairly efficient.
This is not to say ~ha~ it must induce no overhead, but
ratber that the overhead induced must not be so great that
it is not economically feasible to use the system. Overhead
can be reduced by decreasing the number of disc·re·te securi ty
decisions that the system must make. It i~ better to control
more global resources such as transactions, rather than to
control local resources such as the fields wi~hin a
database.

The case against controlling local resources can also be
strengthened by what can be loosely described as a
cross-coupling of resources. An example of resource coupling

17 ~4
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would be that, while it may be permissible for a user to
.adify a field in a database, a condition imposed may be
that some other field is also modified in a predetermined
manner. This would require a sophisticated designated
interface prograll or simple transac,tion level autho.r.i2ation.
In this case, control at the transaction level would reduce
over·head,,,. simplify the analysis of the system, and not
jeopardize the security of the data.

Unfortunately, ~~ the magnitude of the resources being
controlled increases, the proportion of responsibility for
the implementation of the securi~y system shifts from the
vendor to the customer. For example, while the
responsibility for the limitations of access to specific
transactions may lie with the vendor, what the transaction
dQes and vha~ rules it follows are the customer's

0#1. responsibili t y.

If the data and programs residing in a data processing
system are considered the resources of that system, then the
function of -the security system is to cont't'ol 'the
interaction between the users of the system and ~hese

resources, in a manner predetermined by the administrators
of the resources.

Whatever the iaplementation of this system, it must be easy
~o use and easy to understand. Por many systems, a high
requireJlent is that it be easy to audit. Comp'lexity and
confusion within the system may make the auditing process
dif'ficult and therefore lead to unknown irt;~egularities.

However, an uncoordinated approach, with a mul~iplicitr of
resource control rOQtin~s in the various interface programs,
i~ the operating system, an~ in other miscellaneous
application programs, is neither easy to u~e nor easy to
understand. Unders~anding the complex interaction for
seyeral syste.s, each with its own unique database and
algorithmic processes, viII make comprehension of the system
as a ~ whole difficult at best~ Finally, demonstrating
consistent application of. resoorce control viII be time
consu.ing and difficult.

On the other hand, a single process vi~hin the systea,
makinq resource control decisions, aust treat resources
consistently and be easily e~tendable for new applications.
Its interfaces to the system should be modifiable so that,
with siaulation, its decision making processes could be more
easily tested, understood and verified. with a veIl planned

f1..
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set ~f interfaces via thel ststem control program, it would
be~ ~a~y to~use. for applic~ti~n programs. Since it would be
remojed 'f~om the application programs themselves,
ap~licatiori programmers need not know the exact decision
making prodess that would be us~d. Conversely the decision
process: could be easily modified without having to modify
each of the':~" application programs. And finally, since it
would be ~emoved from the physical resource control, it
could eas~ly control conceptual re~ources such as program
paths.

Examples of program paths are transactions, command
sequences, and operating system processe~ such as "open". A
program path can also be defined to include the flow of
control within a module. This enables an installation to
define ~different security levels for different pa~hs within
an application program, without having to rewrite different
application p~ograms due to the differing requirements for
security. Lt also avoids the need for codinq authorization
checks within the application program itself.

All authorization decisions would be lIade within a central
~ontrol. facili~y which would be a service function of' the
operating system. The central facility for resource control
vould make decisions when requested by other parts of' the
operating system or application programs. I.plementa~ion of
the decision would be left to the requestor. Possible
responses by the central facility could include a yes or no
answer,·a limit on a guantita·t.ive resource, an error message
to be displayed to the user, or the name of an error routine
to which control'~hould be transferred.

The title of this paper, Centralized Resource Control
Information Fac.ility, is t.he ti -tIe of a SHIRE Securi ty and
Data ~anaqellent Pro,ject require1lent 'which states:

~Ther~ should be a centralized bank of resource control
~nfor.ation and an installation "replaceable operating
systell ., provided service for accessing and .aintaining
it. The resource con~rol inforaa\ion must relate
resources (such as datasets, proqraa paths, etc.),
conditioris under which they can be made available (such
as .level of validation), and user iden~ifiers. Hev
types of resources, the resources the.sel~~s, the
conditions, and the user identifiers must all be
installation definable.

All authorization and delegation must flow through .the

l--------- ..... ~f
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single opera~ing system access and maintenance service,
and this service must be invokable during normal
pr9duction operation. Invokation for the purpose of
~alidating access to a resource should return a yes or
no answer and optionally a variable length byte string
to be use~ irr corrective action (e.g. an error message,
a module hame, or a limit on a quantitative resource).
Security violation recovery routines should be modular
and designed for easy user replacement.

Both algorithmic groupinq and grouping by itemization
for both resources and user identifiers should be
possible."

The incentive given for this requirement vas that
. "demonstrable consistent application of resource control has

become . a requirement." In addition it stated tha~

adainstration of resource control viII be facilitated by its
centralization within the data processing system.

Having. a central facility such as that described above,
means that more effort can be spent in making it a
,sQpbisticated product. And sophisticated it must be, if it
is. to be useful. Algorithmic grouping of resources is an
example of this sophistication. In addition to itemizing
r~sources. the requirement states that resources must be
able ~o fi~ into groups 'as described by some algorithm. The
TSO notation of asterisk for da~aset naming conventions to

"indicate all qualifiers as in Userid.PROGRAft.* is an example
of 'this. This means that the security infor.ation database
need not be updated each time a dataset is created or
deleted and vill au~o.atical1f assu.e vha~ever level of
protection that - is specified by the algorithmic group. that
describes 11:.

The illplica tio'ns of the sys·tea described.. are ,interesting•
. Security is a joint customer-vendOr endeavor. It is the
responsibility of the ,vendor to supply the servicesvithin
the opera1:inq systea to access the cen"tralized resource
control information facility; to pro~ide an easily
extendable set of routines that co.prise the facility for
the basic decision .aking of the operating syste.; and
finally to provide the capability for.perforaing aaintenance
on the infor.ation used by~he security system. , With vendor
supplied delivery systems,~, Such as IftS or eIeS, security
support should be provided 'as additions to the central
$ecurity facility rather than as independent routines. lnd
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finally, support for a~Y;1:ell-wide user identifier and an
easy-to-use journalling facil~ty are required.

It is the installation's responsibility, however, to verify
that their own application programs for.ula~e requests
correctly to the facility and take the correct action as
specified ·in,· the facility' s response. This means that
application programs should formulate their requests to the
central security facility in a manner consistent with the
operating system's use of this facility. This is an obvious
example of the consistancy of application criterion for
security rules.

•Although i~ is not entirely satisfying to have a securi~y

system that is neither totally the vendor's responsibility
nor the cus~omer's, this set of recoamendations seems to
offer the best base for continu~d extendability. We must
acknowledge ~hat this is an era when syste.s are constantly
being used. for new applications.at the same time that there
is constant· pressure for consolidation of facilities and
databases. These pressures are in turn forcing less
specialized and more general purpose operations.

The concept of the centralized resource control information
facility, along with a system-vide user identifier and
proper journallinq techniques, is capable of simultaneously
satisfying ~he requirements of a batch systea, an
interactive timesharing system, and a data base/data
communications system. It is time to develop a coordinated
system-wide approach to the solution of our resource control
problem.

~.
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