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Vanguard Analyzer is an advanced security analysis solution for conducting z/OS and RACF® integrity verification and

audit assessments.
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Highlights

O Significantly reduces the time
and costs of conducting a
system audit

O  Improves the quality and
consistency of the system
assessment

Q Allows management to show
‘due diligence;’ demonstrating
regulatory compliance and audit
readiness

O Performs a Self-Assessment
before Auditors do theirs

O Ensures expert level audit
results

O Reduces the number of manual
tasks in an assessment

O Delivers the needed information
to the correct people quickly via
email

Vanguard Analyzer delivers expert-
level integrity verification and audit
results in minutes, giving the security
analyst valuable information and
insight into important z/OS and
RACF site implementation
vulnerabilities. Assessment findings
are presented in their order of
importance, and include detailed
explanations, risk identification, and
recommended corrective action, all in
simple business language.

System Auditing Made Easy

Analyzer runs thousands of integrity
checks, automating the manual tasks
associated with the audit process.
Specific tests can be run individually,
or a system overview report can be
selected to indicate those areas with
the most severe findings across the
entire system.

Regulatory Compliance

Exposing and eliminating
vulnerabilities in security
implementations is the first step to a
successful regulatory compliance
program. Analyzer exposes hidden
risks and provides a remediation
cookbook to implement stronger
security processes. Plus, Analyzer
cuts so much time out of the process
that system assessments can be run
more frequently. With Analyzer,
preparing for outsider auditors has
never been easier.

Expert Knowledge Base

SmartAssist™ gives security analysts
expert assistance in the interpretation
of Analyzer’'s assessment findings.
By drilling down from a specific
finding, SmartAssist presents a
detailed explanation, a risk statement
that is easy to understand, and a
corrective action that is easy to
follow.

SmartAssist is an invaluable tool for
creating a practical remediation plan.
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System Integrity Verification and Audit
Assessment

Provide an in-depth overview of the
current system status, identify
exposures in simple business risk
language, and prioritize them for
immediate action

Perform an entire z/OS system
audit that includes RACF with a
single selection or perform specific
individual audit functions

Display audit results online or in a
printed batch report. Reports can
be distributed in PDF format and
via email

Quickly deliver the needed
information to the correct people
Rank messages by importance so
they can be addressed quickly and
appropriately

Mark findings that have been
reviewed and accepted so that
future reports will highlight new
findings and duplicate review of
known issues will be avoided

Saves Time and Improves Best
Practice

Identify security vulnerabilities
Perform Self-Assessments before
the Auditors

Record and measure vulner-
abilities, and demonstrate
regulatory compliance and audit
readiness

Conduct technical system audits
without a systems programmer
background

Significantly reduce the time and
costs of conducting a system audit

Program Properties Table Analysis

Row 1 to 1 of 1

Hext to one or more entries:
S Display extended message informati

S VS5A39 is allowed to
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SmartAssist Panel

Conmand ===> Scroll ===> PAGE
Entry: ADRDSSU — Message: VSA392R

Byp Pud: Yes More: +
System Task: HNo Risk

Spec Key: Ho RACF checking for datasets is

Mo DSI: Ho bypassed.

Found in: SYS1.LIHKLIB

Explanation

This entry in the PPT grants the
bypass password attribute to the
progran.

User Action

The user should verify that the
module in question is an IBH
module for which this attribute
is necessary. Otherwise, check
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SmartLink™

When used together, Vanguard
Administrator, Analyzer and Advisor
provide an integrated security
management workbench
environment that delivers a whole
new level of effectiveness to security
practitioners.

Users looking at an Analyzer audit
report, can switch seamlessly to
Advisor to check related event
activity, then to Administrator to fix a
problem found, and then back to the
Analyzer report.

Vanguard’s proprietary SmartLink
technology enables this natural
workflow, linking the context from
one product to the corresponding
context in another. There is no
wasted motion in navigation or re-
entering data.
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For More Information

To learn more about the features and

benefits of Vanguard enterprise
security software solutions, visit
www.go2vanguard.com.

Security Management Solutions:
Vanguard Administrator
Vanguard Advisor

Vanguard SecurityCenter

Audit and Compliance Solutions:
Vanguard Analyzer

Vanguard inCompliance
Vanguard Enforcer

Vanguard Policy Manager

Access Management Solutions:
Vanguard Authenticator

Vanguard ez/SignOn

Vanguard ez/Token

Vanguard Tokenless Authentication
Vanguard ez/Integrator

Vanguard PasswordReset

Intrusion Detection Solutions:
Vanguard Enforcer
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