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Instructions

In order to accomplish an SRR review using the Vanguard Configuration Manager (VCM) product, you must first have VCM installed and ready to use.  The individual or individuals executing the SRR review must have appropriate authority to the items being audited.  

This Guide serves for versions 6.22 through 6.30 of the DOD DISA STIGS.  
1. You must first indentify people in the organization that can answer questions:

a. Specific to the Security of the Organization.  This will most likely be a security administrator familiar with folks that are allowed access to varying datasets and security rights.
b. Specific to the Configuration of the System.  This will most likely be a Systems Programmer familiar with system parmlibs, proclibs and installation datasets including SMPE and Third-Party Products.

2. Start Vanguard Configuration Manager Product. You will be asked to choose which version of the DOD DISA STIGs that you want to execute against. The supported version of the DISA STIGs are:

a. DISA STIG 6.22

b. DISA STIG 6.23

c. DISA STIG 6.24

d. DISA STIG 6.25

e. DISA STIG 6.26

f. DISA STIG 6.27

g. DISA STIG 6.28

h. DISA STIG 6.29

i. DISA STIG 6.30

3. After you select the version of the DOD DISA STIGs you will be requested for two datasets:

a. Input data set (PDS) -  This will be a PDS dataset that will contain information gathered during the interview process.

b. Results (VSAM) -  This is a VSAM dataset that will contain the results of each executed Stig check. 

4. You will now get a series of screens that provide information about the product.  When you have read the screens hit F3 to get to the Main Product Screen.
5. Choose Common Configuration (ACOM) by placing an S next to it and hit enter.

6. You are now at the Common Configuration screen that is setup to collect information necessary for various checks later on.  By answering all questions here, we avoid duplication of effort.

7. Start with ACOMPROD by placing a C next to it and hit enter.  It will walk you through a series of questions.  Yes/No questions can be answered by typing a Y or No and hitting F3 to move to the next question.  

8. Based on the answers provided in the ACOMPROD member, (if you answered NO to any products being installed) those product questions are marked as N/A under the STAT column.  
Here is the list of questions asked by ACOMPROD

Question:

Is CA-1 (Tape Management System) installed on this system? 

Description:

Do you have the CA product CA-1 installed on this system for Tape Management?

Question:

Is CA Auditor installed on this system? 

Description:

Do you have the CA Auditor product installed on this system?

Question:

Are FEPs (Front End Processors) installed on this system? 

Description:

A front end processor (FEP), or a communications processor, is a small-sized computer which interfaces to the host computer a number of networks, such as SNA, or a number of peripheral devices, such as terminals, disk units, printers and tape units.  

Question:

Is CICS Transaction Server installed on this system?

Description:

Do you have the CICS Transaction Server installed on this system?  

Question:

Is any Session Management System installed on this system? 

Description:

Do you have a Session Manager product installed?  Session Managers are used to allow access to various 3270 sessions through a common interface.

Question:

 Is CL/Supersession (Session Management System) installed on this system?

Description:

Is your Session Manager, CL/SuperSession?

Question:

Are any Database Management Systems installed on this system? DB2, IMS, etc.

Description:

Do you have DB2 or IMS on this system?

Question:

Is File Transfer Protocol (FTP) installed on this system? 

Description:

Do you have FTP running on your system?  This is almost always yes.  FTPD is usually the task name.

Question:

 Is TCP/IP installed on this system? 

Description:

Do you have TCP/IP running on your system?  This is almost guaranteed to be a YES.  
Question:

 Is Telnet (TNT) installed on this system?  

Description:

Are you using Telnet on this system?  This is almost guaranteed to be a YES.  TN3270 access requires Telnet services. 
Question:

 Is Integrated Database Management System (IDMS) installed on this system? 

Description:

Do you have IDMS on this system?  IDMS is a specific database management system from Computer Associates (CA).
Question:

Is the BMC Integrated Operations Architecture (IOA) product installed on this? 

system?                                                                  

Description:

Do you have an IOA product (automated operations solution) installed on this system?
Question:

Is the BMC Integrated Operations Architecture (IOA) CONTROL-O product installed? 

Description:

Do you have the BMC product CONTROL-O installed for Automated Operations?
Question:

Is the BMC Integrated Operations Architecture (IOA) CONTROL-M product installed? 

Description:

Do you have the BMC product CONTROL-M installed for Automated Operations?

Question:

Is the BMC Integrated Operations Architecture (IOA) CONTROL-M/Restart product installed? 

Description:

Do you have the BMC product CONTROL-M/Restart product installed?

Question:

Is the BMC Integrated Operations Architecture (IOA) CONTROL-D product installed? 

Description:

Do you have the BMC product CONTROL-D product installed?

Question:

Is JES2 installed on this system? 

Description:

Are you using JES2 as your Job Entry Subsystem on this system, as opposed to JES3 or another JES.
Question:

Is NC-Pass installed on this system? 

Description:

NC-PASS is a two factor authentication system for the z/OS system used by DISA and the DOD.
Question:

Is SDSF installed on this system? 

Description:

Do you have the IBM SDSF product installed?
Question:

Is WebSphere installed on this system? 

Description:

Are you running the IBM Websphere product on this system for web services?
Question:

Is MQSeries installed on this system?   
Description:

Are you running the IBM MQ Series product used as a  Message Oriented Middleware.  IBM rebranded this as IBM WebSphere MQ 
Question

Is Catalog Solution installed on this system?
Description:

Are you running the Catalog Solutions product?  Catalog Solution is a product that manages, maintains, and recovers your system catalog environment.

Question

Is Fast Dump Restore (FDR) installed on this system?

Description:

Do you have the FDR product from IBM installed on this system?

Question

Is NetView installed on this system?

Description:

Do you have NetView from IBM installed on this system?

Question

Is Roscoe installed on this system?

Description:

Do you have the Roscoe product from CA Installed on this system?

Question

Is SRRAUDIT installed on this system?

Description:

Do you have the SRRAUDIT product installed on this system?

Question

Is Tivoli Asset Discovery for z/OS installed on this system?

Description:

Do you have Tivoli Asset Discovery for z/OS from IBM installed on this system?

Question

Is Transparent Data Migration Facility installed on this system?

Description:

Do you have the Transparent Data Migration Facility from IBM installed on this system?

Question

Is ICSF installed on this system?

Description:

Do you have the Integrated Cryptographic Services Facility from IBM running on this system?

Question

Is the BMC Mainview product running on this system?

Description:

Check if the BMC Mainview product is installed on this system.

Question

Is the CA VTAPE product running on this system?

Description:

Check if the CA VTAPE product is installed on this system.

Question

Is the CSSMTP product installed?

Description:

Check if the CSSMTP product is installed is running on this system.

Question

Is the CA Common Services product installed on this system?

Description:

Check if CA Common Services product is installed on this system.

Question

Is the Compuware product Abend-Aid installed?

Description:

Check if the Compuware product Abend-Aid product is installed on this system.

Question:

Is the IBM Health Checker being used?

Description:

Check if your security folks are using the IBM Health Checker. It is by default installed with z/OS.
Question:

Is CA MIM Resource Sharing installed?

Description:

Check if CA MIM product is installed on this system.
Question:

Is CA MICS Resource Management installed?

Description:

Check if CA MICS product is installed on this system.
Question:

Is SSH installed?

Description:

Check if SSH(Secured Shell)  product is installed on this system.
9. Now collect the remaining Common Configuration Members.  You can skip collecting those marked as N/A as they are not applicable.  You will need to F3 back to the main screen and then Select Common Configuration for the screen to update.  Note:  You can recollect any member at anytime by placing a C next to the member and hitting enter.  You can also collect all members by placing a Cxx next to a member where xx is the number in sequence to collect.  So a C33 next to ACOM0001 will cause a collection of ACOM0001 and the next 32 members which will take you to the end (ACOM0049).   
10. ACOM0001 Integrated Database Management System

            Question:  List of STC Names for IDMS CVs:
 Description:

      Enter the actual name of the Started Task that IDMS runs its CV under.  You can  

      pull up a list of current running Started Tasks by placing a / next to Enter "/" to        

      display a selection list of all running started tasks.  And then Select the IDMS
      CVs
11. ACOM0004 Classified Systems                  

Question:

Is this system classified?

Description:

Is this system a DOD Classified System? Y/N

12. ACOM0005 Telnet Configuration Files
      Question:

      
List of Datasets:    

      Description:


      Enter the dataset and member name of the telnet configuration file.

      This can be in the telnet started task JCL or execution JCL specified on the 

      PROFILE DD.   The task name running is usually TN3270 and the JESJCL      

      DD of the executing task has the JCL it was started with. 

13. ACOM0006 ICSF Started Task Names
      Question:

      List of STC Names for ICSF: 
      Description:

      Enter the name of the ICSF started task.  This is usually ICSF.  You can pull        

      up a list of currently running tasks by placing a “/” in the space next to this    

      statement:    Enter "/" to display a selection list of all running started tasks.

14. ACOM0007 WebSphere MQSeries SSIDs            

      Question:

      List of WebSphere MQSeries SSIDs:
      Description:

      Enter the 4 character SSIDs associated with your IBM Websphere MQ Series       

      Started tasks.
15. ACOM0008 All Started Tasks                   

      Question:

      List of All Started Tasks:        Description:

      Please enter the name of all Started Tasks.  You can populate this with all current    

      running Started Tasks by placing an * in the STC NAME field and hitting enter.  
      Manually enter any other STC that run, but are not currently executing.

16. ACOM0009 TADZ Started Task Namess
       Question:

       List of STC Names for TADZ:
       Description:

       Enter the name of the Tivoli Access Discovery for system Z started task.     

      This is usually TADZ.  You can pull up a list of currently running tasks by   

       placing a “/” in the space next to this statement:    Enter "/" to display a 
       selection list of all running started tasks.

17. ACOM0010 WebSphere Started Task Userids      

Question:

List of WebSphere Started Task Userids:

Description:

Please enter the name of the IBM Websphere Started Task Userids.  These are the USERIDs associated with the Started Task in the RACF STARTED CLASS in the STDATA.  

18. ACOM0011 Emergency Userids                   

Question:

List of Emergency Userids:

Description:

Enter the USERIDs of all Emergency Userids here.  Emergency Userids are required and will be validated against SYS1.UADS.

19. ACOM0012 SDSF End Users                      

Question:

List of SDSF End Users:

Description:

Enter the list of SDSF End Users.  This will be used to check Authority against resources later on.  This could be all TSO users on the system.

20. ACOM0013 System Operations Userids           

Question:

List of System Operations Staff Userids:

Description:

Enter the list of valid system operations userids. Note: Not     

necessarily userids with Operations attribute. 

21. ACOM0014 List of System Programmers          

Question:

List of System Programmer Staff Userids:

Description:

Enter the list of valid System Programmer Userids.  

22. ACOM0015 Storage Management Userids          

Question:

List of Storage Management Userids:

Description:

Enter the list of Userids used for System Storage Administration.

23. ACOM0016 PROFILE.TCPIP Datasets             
Question:

List of TCP/IP Datasets Containing PROFILE.TCPIP:

Description:

Enter the dataset and member (if the member in a PDS) of the TCPIP PROFILE member.  This is may be TCPIP.PROFILE. TCPIP  but can be any dataset name or DSN and member
24. ACOM0017 Trusted Started Tasks
Question:

 List of Trusted Started Tasks:
 Description:

 Enter the list of started tasks that should be allowed to run as trusted on this  

 system.  For a complete list of tasks that IBM recommends as trusted, please 

 see the z/OS init and tuning guide.  

Here is the list that DOD DISA recommends per the IBM recommendations:

TRUSTED STARTED TASKS

CATALOG

DUMPSRV

IEEVMPCR

IOSAS

IXGLOGR

JES2

JESXCF

LLA

NFS

RACF

RMF

RMFGAT

SMF

TCPIP

VLF

VTAM

XCFAS

APSWPROA

APSWPROB

APSWPROC

APSWPROM

APSWPROT

DFHSM*

ZFS**

DFS

GPMSERVE

GSKSRVR

OMVS/OMVSKERN***

SMSVSAM

TSS

TSSB

TSSBKUP

TSSRESTN

SMSRESTR

SMSRESTN

CONSOLE

ACF2

ACFBKUP

25. ACOM0018 System Special Userids              

Question:

List of Valid System Special Userids:

Description:

Enter the list of USERIDs allowed to have SYSTEM SPECIAL attribute.

26. ACOM0020 Security Administrators             

Question:

List of Security Administrators:

Description:

Enter the list of USERIDs of System Security Administrators for this System.  

27. ACOM0021 SMF Backup Userids                 
Question:

List of SMF Backup Userids:

Description:

Enter the list of Userids allowed to Backup SMF datasets.  These are usually IDs associated with SMF Dump jobs.

28. ACOM0022 Group Operations Userids            

Question:

List of Userids with Group Operations:

Description:

This is an Optional Question.  If you have users allowed Group Operations Attribute, please enter them.

29. ACOM0023 Group Special Userids               

Question:

List of Userids with Group Special:

Description:

This is an Optional Question.  If you have users allowed Group Special Attribute, please enter them.

30. ACOM0031 TCPIP.DATA Datasets                
Question:

List of TCP/IP Datasets Containing TCPIP.DATA:

Description:

Please enter dataset and Member (if in a PDS) of the TCPIP.DATA configuration member.   This may be TCPIP.TCPIP.DATA but can be any dataset and / or PDS member.

31. ACOM0038 WebSphere MQ Users - MQCONN Resource

Question:

List of WebSphere MQ Userids Who Can Have Access to MQCONN Resources:

Description:

Enter the list of USERIDs allowed access to the MQCONN resources.  These are the resources found in the MQCONN class in RACF.

32. ACOM0040 TCP/IP PROCLIB Dataset              

Question:

TCP/IP PROCLIB Dataset:

Description:

Enter dataset and member that contains the TCPIP proclib member used to start TCPIP.  Member is likely TCPIP.

33. ACOM0042 CICS Grouping and Member Class Names

Question:

CICS Grouping & Member Class Name Pairs Separated by '/':

Description:

Enter the list of all CICS grouping and member class 

name pairs separated by '/' defined to this system.   These are the RACF security resource classes set up for CICS. Ex: GCICSTRN/TCICSTRN        
34. ACOM0043 CA-1 OCEOV Option Specification     

Question:

Is CA-1 option OCEOV NO specified?

Description:

In CA-1 Options is OCEOV NO specified?  Y/N.  Yes, if OCEOV is specified.

35. ACOM0044 MQSeries Administrators             

Question:

List of Userids:

Description:

Enter the list of USERIDs used for MQ Series Administration.

36. ACOM0045 Tape Management System Status      
Question:

Is a tape management system installed on this system?

Description:

Do you have any Tape Management system installed on this system? Y/N

37. ACOM0046 NetView Started Task Names
Question:

List of STC Names for NetView
Description:

Enter the STC name for the Netview STC running on this system.

38. ACOM0047 ROSCOE Started Task Names 

Question:

List of STC Names for ROSCOE:
Description:

Enter the STC name for the ROSCOE Started Task running on this system.

39. ACOM0048 Security Administrators   

Question:                                                         

SECDAUDT - List of Decentralized Security Administrators:

Description:

Enter the list of Decentralized Security Administrators for this system.

This list is used to determine allowable access in ZVSSR020.
******** ACOM0049 is not applicable to V6 R4 of the DISA STIGs ******* 
40. ACOM0049 Automated Operations
Question:

AUTOAUDT - List of Automated Operations Userids:
Description:

Enter the list of userids that are Automated Operations Userids.

This list is used in ACP00282, ZHCDR000, ZHCDR002, and ZHCDR020.

     42.  ACOM0050 Control-D Started Tasks

Question:

List of STC Names for Control-D.  Enter STCname.Jobname if  “Jobname=” 
parameter is used to start the task.
Description:

Enter the STC names for the Control-D started tasks. 

     43. ACOM0051 Control-M Started Tasks

Question:

List of STC Names for Control-M. Enter STCname.Jobname if  “Jobname=” 
parameter is used to start the task.

Description:

Enter the STC names for the Control-M started tasks. 

     44. ACOM0052   Control-O Started Tasks
Question:

List of STC Names for Control-O. Enter STCname.Jobname if  “Jobname=” 
parameter is used to start the task.

Description:

Enter the STC names for the Control-O started tasks. 

     45. ACOM0053 IOA started tasks
Question:

List of STC Names for IOA. Enter STCname.Jobname if  “Jobname=” 
parameter is used to start the task.

Description:

Enter the STC names for the IOA started tasks
     46. ACOM0054 Auditors
Question:

List of Auditors whether they are system, security or other.

Description:

Enter the list of Auditors userids.

     47. ACOM0055 Production and Scheduling
Question:

List of Production and Scheduling personnel.

Description:

Enter the list of Production and Scheduling personnel userids.

     48. ACOM0056 Started tasks and batch logon userids 
           Question:

List of production started tasks and batch ids.

Description:

Enter the list of production started tasks and batch userids.

      49. ACOM0057 Security batch, jobs for ACP maintenance
            Question:

             SECBAUDT - List of BATCH and/or STC userids that perform ACP   

             maintenance:
             Description: 
             List Batch and/or STC userids that perform ACP maintenance.

     50. ACOM0058 Tape Librarians, CA-1 Prod Batch & STC
Question:

TAPEAUDT - List of tape librarians, CA-1 prod batch jobs, and CA-1 STCs: Description:

List Tape Librarian userids, CA-1 production batch job names 
and CA-1 STCs  –  any users that perform control, initialization and 
maintenance of a systems tape library. 
      51. ACOM0059 BMC users
Question:

BMCUSER - List of users who use the BMC products:   
Description:

List userids of users of the BMC products      

     52. ACOM0060 BMC batch IDs
Question:

BMCBATCH - List of batch userids for the BMC products: 
Description:

List Batch userids accessing BMC products.

     53. ACOM0061 BMC started task IDs                 Question:

BMCSTC - List of batch started task userids for the BMC products: 
Description:

List of Batch started task userids accessing the BMC products.

      54. ACOM0062 BMC administrators
            Question:

            BMCADMIN - List of BMC product administrators:     

            Description:

            List of BMC product administrators userids.

55 ACOM0063 IOA class name
Question:

BMC IOA RACF Class name: 
Description:

Get the BMC IOS RACF class name. The RACF class name is set in the 
BMC IOA security parameter dataset

.

55 ACOM0064 JES2 start command
Question:

JES2 START command: 
Description:

Enter the Start command used to start JES2. 

Example: S JES2, MEMBER=JESPARMS

      56. ACOM0065 JES2 PROCLIB dataset
Question:

JES2 PROC Dataset:
Description:

Enter the name of the dataset which contains the JES2 proc.

      57. ACOM0066 Mainview started tasks
Question:

List of MainView Started Tasks:        
Description:

Enter the BMC Mainview started task name. If you don’t enter one, the default 
started task name, ‘MV$MVS’, will be used.

      58. ACOM0067 CA VTAPE authorized users
Question:
List of CA Vtape Authorized Users: 
Description:

List users authorized to have READ access to CA VTAPE installation 
datasets.

      59. ACOM0068 CA VTAPE started task name
List of Vtape Started Tasks:  
Description:

Enter the CA VTAPE started task name. If you don’t enter one, the default 
started task name, ‘SVTS’, will be used.

      60. ACOM0069 CSSMTP started tasks
List of CSSMTP Started Tasks:    
Description:

Enter the CSSMTP started task names. If you don’t enter one, the default 
started task name, ‘CSSMTP’, will be used.

61. ACOM0070 CA Common Services  
 CA Common Services Started Tasks:    
 Description:

 Enter the CA Common Services started task names. If you don’t enter one, the 
 default started task name, ‘CAS9’, will be used.

     62. ACOM0071 Abend-Aid Started Tasks  

  Abend-AID Started Tasks:  
  Description:

  Enter the Abend-Aid started task names. 
 63. ACOM0072 IBM Health Checker Started Tasks
  IBM Health Checker Started Tasks:        
  Description:

  Enter the Health Checker started task names. 

     64.  ACOM0073 CICS Region Userids
            Question:

        List of CICS region userids:
        Description:

        List the CICS region userids defined to this system. 
     65.  ACOM0074   SECPRFX Status
            Question:

Verify that security prefixing is used at your site. Is SECPRFX=YES in SIT   
or SYSIN PARM of CICS region?.

            Description:

            Check if CICS security prefixing is used at your site.

     66. ACOM0075 List of DASD Administrators
           Question:

           List DASD Administrators.
           Description:

           List DASD Administrators userids.

     67. ACOM0076 List of Application Support Personnel
           Question:

           List of Application Support Personnel
           Description:

           List of Application Support userids that support application programmers. 
     68. ACOM0077 Decentralized Production Control and Scheduling personnel
 Question:
 List of Decentralized Production Control and Scheduling personnel:
 Description:
 Enter the list of decentralized Production and Scheduling personnel.

     69. ACOM0078 Application Development ProgrammersQuestion:

 List of Application Development Programmers: 
 Description:

 List of Application Development Programmers.  
   
      70.
ACOM0079 DASD batch userids       
            Question:








            List of DASD batch userids (DASBAUDT):
            Description:
            List all DASD administrators and system programmers that would run

            DASD backup and recovery in batch.   
  71. ACOM0080 ROSCOE Master and Maintenance userids   
        Question:

        List of ROSCOE Master and Maintenance userids:  
        Description:     

        List the system programmers that would apply maintenance to Roscoe.
  72. ACOM0081 FTP PROC Dataset  
        Question:

        FTP PROC Dataset:
        Description:   
        List the dataset name where the FTP PROC resides.         
  73. ACOM0082 TCPIP Start Commands 
        Question:

        List of start commands for TCPIP stacks.:  
        Description:      
        Enter the Start command used to start TCPIP. 

        Example: S TCPIP    
      74. ACOM0083 TELNET Start Command          
             Question:

             Start command for TELNET.:
             Description:   
             Example: S TELNET   
       75. ACOM0084 Telnet Proc File       
             Question:

             Dataset:      
             Description: 
             Enter the name of the dataset which contains the Telnet proc.
       76. ACOM0085 CICS Default Userids      
             Question:

             List of CICS default userids:  
             Description:     
             The default user ID is specified in the DFLTUSER system initialization  

             parameter. If you do not specify the parameter, the default user ID is CICSUSER.
       77. ACOM0086 FTP Start Command 
             Question:

             FTP START command:

             Description:        
             In the case of FTP, it starts a daemon.  Therefore, S FTPD will get you FTPD1

      78.      Now it is time to walk through each of the STIGs in the Vanguard VCM  

                 Implementation Guide 1.13.7 xml document and collect and execute each       
                 STIG based on the directions in that document.   Hit F3 to move back to the  
                 main menu.
The rest of this document is referred to by the Vanguard VCM Implementation Guide1.13.7.xml and should be referenced based on instructions in the Vanguard VCM  

Implementation Guide 1.13.7.xml guide.
To Execute VCM in Batch
From the Vanguard Configuration Manager Main Menu, go up to file menu and select ‘BATCH’ (at the top left corner of the screen). Then choose ‘Batch Execution JCL’ (option 1) from the pull-down menu.
The JCL to EXECUTE ALL STIGS will automatically be generated.  Change the Job Card to one acceptable for your shop.

To execute only specific Checks simply specify the checks after the control statement ‘EXECUTE’ and delete the checks you do not want to execute The automatically generated JCL will have the descriptions after the check name, but they are ignored during the reading of the control cards.
To create a Detailed Report simply change the EXECUTE control card to a REPORT control card and submit the job.  See example of SCNINPUT below.  F3 will take you back to VCM Main Menu.
//SCNINPUT DD * 

EXECUTE 

AAMV0010

AAMV0012

AAMV0014

AAMV0016

…


During execution, all inputs will be read from the //SCNDATA DD which by default will be the one specified in your online session as the Input PDS dataset.  


During execution, all output will be written to the //SCNVSAM DD which by which by default will be the one specified in your online session as the VSAM Results dataset.
You can execute one or more checks in batch and then review the Findings/No Findings as if you ran them online, simply by selecting the check with a V.  You will need to back out to the initial menu and re-enter the specific check set for the online display to pick up the updates to the Results (VSAM) file made in batch.
You can also execute and then run a detailed report in batch for all checks or specific checks.  

Note:  You must have collected inputs for a check to execute.  You must also execute a check before you can run a report on it.   Checks not collected will be skipped at execution time.  Checks not executed will be skipped at reporting time.

CICS DUMP SIT JCL
//*--------------------------------------------------------------------

//*                        CICS SIT DUMP REPORT

//*

//*  THIS JOB USES IBM IDCAMS TO DUMP THE CICS SYSTEM INITIALIZATION

//*  TABLE (SIT).  EACH SIT WILL BE STORED AS AN INDIVIDUAL MEMBER

//*  IN A PDS.

//*

//*  STEP1:           REMOVES PREVIOUS RUNS DATASETS

//*  STEP2:           ALLOCATE PDS TO HOLD CICS SIT DUMPS.

//*  STEP3:           RUN IDCAMS TO DUMP CICS SIT.

//*

//*             NOTE: REPEAT STEP3 AS OFTEN AS NECESSARY TO ENSURE

//*                   ALL CICS SITS ARE DUMPED.

//*

//*  ===> IMPORTANT:  BEFORE SUBMITTING THIS JOB:

//*

//*                   1)  ENSURE THE CORRECT CICS LOAD LIBRARY IS

//*                       SPECIFIED ON THE SDFHAUTH DD STATEMENT IN

//*                       STEP3. THIS LIBRARY MUST CONTAIN THE SIT

//*                       BEING DUMPED.

//*

//*                   2)  IF MULTIPLE SITS ARE DUMPED, ENSURE THE PDS

//*                       MEMBER NAME ON THE SITDUMP DD STATEMENT

//*                       MATCHES THE ACTUAL SIT BEING DUMPED.

//*--------------------------------------------------------------------

//STEP1    EXEC PGM=IEFBR14

//CICSRPT  DD DSN=&SRRHLQ..CICS.RPT,

//             DISP=(MOD,DELETE,DELETE),

//             SPACE=(TRK,0),UNIT=SYSDA

//*

//STEP2    EXEC  PGM=IEFBR14

//CICSRPT  DD  DSN=&SRRHLQ..CICS.RPT,

//            DISP=(,CATLG,DELETE),

//            DCB=(RECFM=VBA,LRECL=125,BLKSIZE=27875),

//            SPACE=(TRK,(5,5,3)),

//            UNIT=(SYSDA,1)

//*

//STEP3    EXEC  PGM=IDCAMS

//SYSPRINT DD  SYSOUT=*

//SDFHAUTH DD  DSN=SYS3.CICS.SDFHAUTH(DFHSIT),DISP=SHR

//SITDUMP  DD  DSN=&SRRHLQ..CICS.RPT(DFHSIT),

//            DISP=SHR

//SYSIN    DD  *

 PRINT -

  INFILE(SDFHAUTH) -

  OUTFILE(SITDUMP) -

  DUMP SKIP(5)

//*

//
STANDARD MANDATORY DOD NOTICE AND CONSENT BANNER

You are accessing a U.S. Government (USG) Information System (IS) that is provided

for USG-authorized use only.

By using this IS (which includes any device attached to this IS), you consent to the

following conditions:

-The USG routinely intercepts and monitors communications on this IS for purposes

including, but not limited to, penetration testing, COMSEC monitoring, network

operations and defense, personnel misconduct (PM), law enforcement (LE), and

counterintelligence (CI) investigations.

-At any time, the USG may inspect and seize data stored on this IS.

-Communications using, or data stored on, this IS are not private, are subject to routine

monitoring, interception, and search, and may be disclosed or used for any USG

authorized purpose.

-This IS including security measures (e.g., authentication and access controls) to protect

USG interests--not for your personal benefit or privacy.

-Notwithstanding the above, using this IS does not constitute consent to PM, LE or CI

investigative searching or monitoring of the content of privileged communications, or

work product, related to personal representation or services by attorneys,

psychotherapists, or clergy, and their assistants. Such communications and work

product are private and confidential. See User Agreement for details.
Supported Software

Table 1 - Supported Software Version and Release

Referenced by: AAMV0012, AAMV0014
	Current Minimum Versions and Releases of software

	Software
	Version Release

	Abend-AID
	11.2

	Abend-AID for CICS
	11.2,1

	ACC/SRS
	5.1.4

	ACF/SSP
	4.8.1

	ACF2 (Access Control Facility 2)
	14.0 SP00

	ASG – KeyPlus
	4.0.1

	AutoTrans
	2.3

	BARTRANS
	3.0.2

	Business Continuity Manager
	6

	CA 1
	12.6 (0000)

	CA Cleanup for ACF2
	12.0 SP00

	CA Cleanup for RACF
	12.0 SP00

	CA Cleanup for Top Secret
	12.0 SP00

	CA Common Services
	12.0

	CA Copycat Utility
	12.0 (0000)

	CA DADS Plus for CICS
	4.0.0310

	CA Datacom DB
	12.0 (SP00)

	CA Datacom DB Option for CICS Services
	11

	CA Deliver
	11.6 (SP00)

	CA Dispatch
	11.6 SP00

	CA Endevor Software Change Manager
	15.0 (BASE)

	CA Ideal
	11.0 (SP00)

	CA InterTest Batch
	8.5 SP00

	CA JCLCheck
	11.0 (SP00)

	CA Librarian
	4.2

	CA MICS Resource Management
	12.5 (1004)

	CA MICS Resource Management Accounting and Chargeback Option
	12.5 (1004)

	CA MICS Resource Management Analyzer Option for CA-IDMS
	12.5 (1004)

	CA MICS Resource Management Analyzer Option for CICS
	12.5 (1004)

	CA MICS Resource Management Analyzer Option for DB2
	12.5 (1004)

	CA MICS Resource Management Analyzer Option for IMS
	12.5 (1004)

	CA MICS Resource Management Analyzer Option for VM/CMS
	12.5 (1004)

	CA MICS Resource Management Space Analyzer
	12.5 (1004)

	CA MICS Resource Management Space Collector
	12.5 (1004)

	CA MIM
	11.7 (SP00)

	CA Panvalet
	14.5 SP00

	CA Panvalet ISPF Option
	14.5 SP00

	CA PDSMAN
	7.7

	CA Roscoe
	6.0 (SP00)

	CA Spool
	11.6 (SP00)

	CA SYSVIEW Performance Management
	12.7 (SP00)

	CA Top Secret
	14.0 (SP00)

	CA View
	11.6 (SP00)

	CA Vtape Virtual Tape System
	12.6 (0000)

	CA-Auditor for z/OS
	12.0 (SP00)

	CA-DADS/Plus
	4.0 (0208)

	CA-DRAS
	11.5 SP00

	CAIIPC
	11 (SP00)

	Catalog Solution
	8.9.0

	CICS TS (Transaction Server)
	3.2 0709

	CICS/CEMT from Batch
	5.4

	CICS/Message
	5.1

	CICS/Morning News
	3.1

	CL/Supersession
	147

	CONTROL-D for OS/390 and z/OS
	6.3.05

	CONTROL-M for OS/390 and z/OS
	6.3.05

	CONTROL-M/Restart for OS/390 and z/OS
	6.3.05

	CONTROL-O for OS/390 and z/OS
	6.3.05

	CPF (CICS Print Facility)
	3.4.8 (9)

	Data Integrator (DI)
	4.4

	Datacom Datadictionary
	12.0 (SP00)

	DB2
	9.1.00901

	DB2 Administration Tool
	10.1.0

	DB2 Log Analysis Tool
	3.3.0

	DB2 Query Monitor
	3.1.0

	DB2 SQL Performance Analyzer
	4.1.0

	DB2 Table Editor
	4.3.0

	DB2 Table Editor (DB2 v7.1)
	4.3

	Delta IMS Virtual Terminal
	6.5.02

	DIF
	5.1.5

	DITTO
	1.3.0

	EARL
	6.1 SP02

	ECC
	2.1

	EXHPDM
	6.2.0

	EXLM
	6.2.0

	FASTLIST
	12

	FATS
	4.9.01

	FATS/FATAR
	4.9.01

	FDR
	5.4.51

	FOCCALC
	7.6.5

	FOCUS Cobol-to-FOCUS Master Translator
	7.6.2

	FOCUS DBMS Server
	7.6.4

	FOCUS Extended Matrix Reporting
	7.6.5

	FOCUS Graph Subsystem
	7.6.5

	FOCUS Host Language Interface
	7.6.4

	FOCUS IDMS R Read Interface
	7.6.5

	FOCUS IMS/DB Interface
	7.6.2

	FOCUS M204 INTERFACE
	7.6.2

	FOCUS Multiple Session Option
	7.6.5

	FOCUS Statistical Analysis Package
	7.6.5

	FOCUS Talk Technologies
	7.6.5

	FOCUS Vsam Read/Write Interface
	7.6.5

	HourGlass
	6.1

	IBM Debug Tool
	8.1

	IMAGE FOCUS
	6.0.10

	INCONTROL for OS/390 and z/OS
	6.3.05

	Innovation Access Method (IAM)
	8.1.17

	JCLPREP
	6.8.0

	JOBSCAN
	7.4.0

	Life Cycle Manager
	6

	M204 ACF2 Interface
	6.1

	MAINVIEW AutoOPERATOR
	6.3.01

	MAINVIEW FOR Z/OS
	2.8.01

	Model 204
	7.1

	Model 204 Dictionary
	6.1

	Model 204 TSO Interface
	7.1

	Model 204 UserLanguage
	6.1

	Model 204 VTAM Interface
	6.1

	Model 204 Workshop
	6.1

	MXG
	28.01

	MXG TAPE MOUNT MONITOR
	ML47

	NC-PASS
	204

	NCS HSC
	6.0.0

	Tivoli Netview for z/OS
	5.3.0

	Netview FTP
	2.2.1

	OPTIMIZER II
	7.0 0510 (SP01)

	Oracle
	9i

	PKZIP
	8.2.0

	PM4DATA
	8.1.8.4

	PREALERT
	4.5.0

	Predict
	4.5.2

	PSF
	4.01.0

	SAS (Full Package)
	9.1.3

	Sim3278 VTAM
	6.3

	SIMULATE 2000
	4.1.0

	SQL & Q Replication for DB2
	9.1

	SQL Replication for DB2
	9.1

	SRRAUDIT
	6.11

	SSOPAC Alternate Library for REXX (1.40A)
	V1R12 (PUT1103)

	SSOPAC BCP (Base Control Program)
	V1R12 (PUT1103)

	SSOPAC Communications Server - IP Services
	V1R12 (PUT1103)

	SSOPAC Communications Server Security Level 3
	V1R12 (PUT1103)

	SSOPAC Cryptographic Services
	V1R12 (PUT1103)

	SSOPAC DCE (Distributed Computing Environment)
	V1R12 (PUT1103)

	SSOPAC DFS (Distributed File Service)
	V1R12 (PUT1103)

	SSOPAC DFSMSdfp (Data Facility Product)
	V1R12 (PUT1103)

	SSOPAC DFSMSdss (Data Set Services)
	V1R12 (PUT1103)

	SSOPAC DFSMShsm (Hierarchical Storage Manager)
	V1R12 (PUT1103)

	SSOPAC DFSORT
	V1R12 (PUT1103)

	SSOPAC FFST (First Failure Support Technology) (1.2.0)
	V1R12 (PUT1103)

	SSOPAC GDDM (Graphical Data Display Manager) (3.2)
	V1R12 (PUT1103)

	SSOPAC HTTP Server
	V1R12 (PUT1103)

	SSOPAC ICKDSF (Device Support Facilities)
	V1R12 (PUT1103)

	SSOPAC LE (Language Environment)
	V1R12 (PUT1103)

	SSOPAC NFS (Network File System)
	V1R12 (PUT1103)

	SSOPAC RMF (Resource Management Facility)
	V1R12 (PUT1103)

	SSOPAC SDSF (System Display and Search Facility)
	V1R12 (PUT1103)

	SSOPAC Security Level 3
	V1R12 (PUT1103)

	SSOPAC Security Server - RACF
	V1R12 (PUT1103)

	STROBE
	3.4

	SUPRA PDM BUFFER CACHE
	2.7.00

	SUPRA PDM DIRECT TOTAL
	2.6.10

	SUPRA PDM DYNAMIC INDEXING
	2.7.00

	SUPRA PDM RELATIONAL DATA MANAGER
	2.7.00

	SUPRA PHYSICAL DATA MANAGER
	2.3.16

	SUPRA RDM CICS/XA SUPPORT
	2.7.0

	SUPRA RDM STATISTICS
	2.7.0

	SYMUPDTE
	1271

	SyncSort for z/OS
	1.2.1

	SYSTEM 2000
	2.0.0

	Tivoli Information Management
	7.1

	Tivoli License Compliance Manager for z/OS
	4.2

	Trim
	8.1.3

	UNICENTER NEUMICS Resource Management
	12.0 0704

	UNICENTER NEUMICS Resource Management Accounting and Chargeback Option
	12.0 0704

	UNICENTER NEUMICS Resource Management Analyzer Option for CA-IDMS
	12.0 0704

	UNICENTER NEUMICS Resource Management Analyzer Option for CICS
	12.0 0704

	UNICENTER NEUMICS Resource Management Analyzer Option for DB2
	12.0 0704

	UNICENTER NEUMICS Resource Management Analyzer Option for IMS
	12.0 0704

	UNICENTER NEUMICS Resource Management Analyzer Option for VM/CMS
	12.0 0704

	UNICENTER NEUMICS Resource Management Space Analyzer
	12.0 0704

	UNICENTER NEUMICS Resource Management Space Collector
	12.0 0704

	Unicenter Solve: CPT
	6.1

	Vanguard Advisor Reporter (VSR)
	8.1

	Vanguard RACF Administrator (VRA)
	8.1

	ViewDirect
	6.4.2 LX1634

	VMCF/TSO
	2.1.0 (014)

	VMCF/TSO (MI0084)
	2.1.0 (019)

	VMCF/TSO (PA0088)
	2.1.0 (019)

	VMCF/TSO (UT0016)
	2.1.0 (019)

	VPS (MI0084)
	2.1.0 (061)

	VPS (PA0088)
	2.1.0 (079)

	VPS (UT0016)
	2.1.0 (061)

	WebSphere Application Server for z/OS
	6.1

	WebSphere MQ
	6.0 0612

	ZEBB
	3.0.0

	ZEKE
	5.5.0


Table 2 - Software no longer supported by Vendor

	Software
	Version Release

	Protect MQ
	All Versions

	CA TCPaccess Communications Server
	6.0
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