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__STIG ID: ZCA10041    Default Severity: Category II 

 

a) Determine if the CA-1 default system password  ‘CA1(TMS)’  is being utilized.  

 

b) If the installed release of CA-1 is 11.5 or below do the following: 

 

1. From Analyzer Main Menu, go to 3;B Sensitive and Critical Datasets 

Analysis and place an S next to Authorized Program Facility (APF) Table, 

then ENTER. 

2. Locate the CA-1 LINKLIB dataset and enter an H in the Opt column for 

that dataset to search for a character string in the TMSTMVT module   . 

3. On the next panel, enter TMSTMVT in the Member list field and 

C’CA1(TMS)’ in the Search text field. 

            4.   If the Count column of the next display is zero (0), there is NO FINDING  

                  (meaning the default CA-1 system password is not being used). 

5.   If the Count column of the next display is not zero, there is a FINDING  

      as the default CA-1 system password has been found.. 

 

c)  If the installed release of CA-1 is 12.0 or above do the following: 

             1, Check the ‘SHUTDOWN’ option for the presence of the CA_! default  

                  password. 

              2. To examine  the SHUTDOWN option 

            a. Find the TMSINIT STC proc. 

            b. Find the TMSPARM DD statement which points to a PDS. 

            c. Look at the member TMOSYSxx in this dataset 

                  d. Member TMOSYSxx will point to member TMOOPTxx which  

                      specifies the SHUTDOWN option. 

                  e. If the CA_1 password is specified in the SHUTDOWN option, 

                      this is a FINDING. 

                  f. If the CA _1 password is not specified in the SHUTDOWN option, 

                      there is no FINDING. 

 

 

Note re c: above – needs verification as to what data is actually present on the 

SHUTDOWN option statement and also clarification as to where ‘member’ 

TMOOPTxx and TMOSYSxx actually are . Are they both PDS members and if so of 

which PDS’s exactly? 

 

CCI: CCI-000035 
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__STIG ID: ZCA1R001    Default Severity: Category II 

 

Ensure that WRITE and/or greater access to CA1 Tape management STC data sets is 

limited to System Programmers and/or CA1 Tape management STC(s) and/or batch 

user(s) only.  READ access can be given to auditors. 

 

a) Check with your IOA or Systems Programming personnel and compile the list of  

    CA CA-1 product installation data sets.  Likely these data set names will  

    start with CA1.TMS      

b). Do the following:  

    1. From the Administrator Main Menu Choose Option 2 - Security Server  

        Commands 

    2. Then choose Option 3 -  Data Set 

    3. Tab to Enter fully qualified (without quotes) data set or profile name:   

        and enter the name of the first CA CA-1 product installation data set found in a.  

        above. 

    4. Hit Enter.  

    5. For the resulting pop-up, select Y when prompted with Display covering  

        profile? 

    6.On the next screen, 

         a. Verify that the UACC is NONE 

         b. Verify that all accesses of UPDATE or higher (i.e., failures and successes) will 

be  

             logged. Look at the section of the screen under Audit:  Next to Successes and  

            Failures you should see Update. 

         c. Tab down to; Standard Access Permits and type an E and hit  

             Enter.  

         d. On the next screen verify that UPDATE, and/or ALTER access is permitted  

             to systems programming personnel, tape management personnel (tape librarians  

             and any other users that perform control, initialization, and maintenance of the  

             systems tape library) and CA CA-1 STCs and/or CA CA-1 batch userids..     

         e. Check if the Conditional Access Permits: section on the screen has   the  

             phrase *data is present* next to it. 

             If so, enter an E on the line and hit Enter to get a list of   

              who has Conditional Access Permits. 

         f.  Verify that Conditional Access Permits of UPDATE, and/or ALTER access are  

             restricted to systems programming personnel, tape management personnel (tape  

             librarians and any other users that perform control initialization and   

             maintenance of the systems tape library) and CA CA-1 STCs   and/ or CA  

             CA-1 batch userids. 

       7. Repeat steps 3 through 6 for all the CA CA-1 datasets found in a. above. 

 

   c) If 6a, 6b, 6d and 6f above are all true, there is NO FINDING.  
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   d) If  6a, 6b, 6d and 6f above are NOT all true, there is a FINDING.. 

  

 

 

CCI: CCI-001499 
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__STIG ID: ZCA10060    Default Severity: Category II 

 

1. If the installed release of CA-1 is 11.5 or below do the following: 

a) Determine if either of the CA-1 security exits TMSUXnA and/or TMSUXnS 

is active.  

 

b) From whatever tool is being used to view JES output, select any CA_1 startup 

JES spool output data.  

1. Find all occurrences of TMSUX. 

2. For any exit that indicates ACTIVATED, determine if the name of the 

exit matches the TMSUXnA or TMSUXnS security exit criteria. 

 

c) If there is an active TMSUXnA or TMSUXnS security exit ensure that it 

meets the following requirements: 

1. The usage and function of any active exit is fully documented, 

2. The exit code has been reviewed by a qualified security analyst, 

3. The use of the any active exit is approved by Security Management, 

4. All associated documentation is filed in the appropriate location. 

 

d) If all of the items in (c) above are satisfied, there is no FINDING. 

 

e) If any of the items in (c) above are not satisfied, there is a FINDING.   

 

 

       2.   If the installed release of CA-1 is 12.0 or above do steps 1.a  to 1. e above, but  

             search for exit names TSMXITA and TSMXITS instead of TMSUXnA and  

             TMSUXnS. 

 

CCI: CCI-000035 
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__STIG ID: ZCA1R000    Default Severity: Category II 

 

a) Consult with your systems programmer to identify the names of the CA-1 product 

datasets. (They may begin with  SYS2.CCS, SYS2A.CS., or SYS3.CCS). 

  

b) Ensure the following data set controls are in effect for the CA-1 product data sets: 

 

- UPDATE or higher access to the CA-1 product data sets    

  is  restricted to systems programming personnel. 

 

- UACC (None) and NOWARNING are specified for the CA-1  

  product data sets.. 

 

      - The RACF data set rules for the CA-1 data sets specify that all  

        accesses of UPDATE or higher (i.e., failures and  successes) will be logged. 

 

c)   Verify as follows: 

  

1. From the Administrator main menu, select 3.3 (Dataset Profile Reports) 

and press ENTER 

2. Tab down to “Data Set” row, type LV next to the dataset profile for the 

CA-1 data sets.  

3. Check that  UACC = None and Warning = No on the dataset profile 

General Information Screen. 

4. Review the Universal Access and Access List on the dataset profile 

General Information Screen.. 

5. Repeat steps 1-3 above for any other CA-1 dataset profiles. 

  

d) If UPDATE and ALLOCATE (e.g. ALTER) access to the CA-1 product data sets are 

restricted to systems programming personnel, there is NO FINDING. 

 

e) If UPDATE and ALLOCATE (ALTER) access to the CA -1 product data sets is not 

restricted to systems programming personnel, this is a FINDING. 

 

f) If UACC = None and Warning = No there is NO FINDING 

 

g) .IF UACC is not None or Warning is not No, this is a FINDING.. 

 

CCI: CCI-000213 

 

CCI: CCI-002234 
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__STIG ID:  ZCA1R003    Default Severity: Category II 

 

a) Ensure that the CA-1 TMC and Audit data sets are properly protected and optional 

RDS and VPD data sets are properly protected. The RACF data set rule for the above 

data sets restrict READ access to application support personnel, production control 

and scheduling personnel. 

 

      b)     Based on Dataset Naming Conventions, identify effective masks to use to report on    

             the TMC and Audit data sets.  The low level qualifier of the data set names will   

             probably be TMC and AUDIT respectively. 

      c)    Once the masks are identified, from Administrator Main Menu, go to 3;3 Data Set     

             Reports.    

1. Select option 4 Access Lists, option B for Batch, and option Y for 

Enhanced Masking, then ENTER 

2. On the next panel enter the enhanced masking values separated by the OR 

 logic operand.  E.g. 

 

DATASET EQ SYS3.CA1.*TMC  OR   

DATASET EQ SYS3.CA1.*AUDIT  

  

3. On the next panel enter a Y in the “Explode RACF groups access list at 

end of report” field enter an N in all other fields, then  ENTER . 

4. Submit the Batch Job. 

5. Review the output in the PRNT JES data set for the report. 

 

d)  The data set profiles listed above should restrict READ access to users with   

      justification. 

 

e)   Only z/OS systems programmer and tape management personnel should have    

      UPDATE or higher access through these data set profiles.  

 

f)   In addition to z/OS systems programmers, Tape Librarians, CA 1 batch production   

     batch jobs and CA 1 started tasks are allowed UPDATE access through these data set  

     profiles.  

g)  From Administrator Main Menu, once again go to 3;3 Data Set Reports.    

1. Select option 2 Audit Flags, option B for Batch, and option Y for 

Enhanced Masking, then  ENTER .   

2. On the next panel enter the enhanced masking values separated by the OR 

logic operand.  E.g. 

 

DATASET EQ SYS3.CA1.*TMC  OR   

DATASET EQ SYS3.CA1.*AUDIT   

 

                 3.   Submit the Batch Job. 
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                 4 .   Review the output in the PRNT JES dataset for the report. 

f) The data set profiles should specify successful ALTER access and all FAIL access 

attempts are logged.   

 

g) If all of the items above are true, there are NO FINDINGS. 

 

h) If any of the items above is untrue, there is one or more FINDINGS. 

 

CCI: CCI-000035 
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__STIG ID: ZCA1R020    Default Severity: Category II 

 

a) Ensure that all CA-1 command resources are properly protected.   

 

b) The CA-1 command resources RACF General Resource Class should be 

CA@MD.  Once this has been verified, from Administrator Main Menu, go to 3;4 

General Resource Reports.    

1. Select option 4 Access Lists, option B for Batch, and set the CLASS 

masking field to CA@MD, then <ENTER>.   

2. On the next panel enter a Y in the “Explode RACF groups access list at 

end of report” field, enter an N in all other fields, then <ENTER>. 

3. Submit the Batch Job. 

4. Review the output in the PRNT JES data set for the report. 

 

c) Only the Tape Librarian should have READ access to the following profiles:  

 

L0ADD, L0CLEAN, LOCHECKI, LOCHECKO, L0DELETE, 

L0ERASE, L0EXPIRE, L0RETAIN, L0SCRATC 

 

d) Only the Tape Librarian and users requiring the functionality of extending 

retention dates for tape data sets should have READ access to the following 

profile: 

 

L0EXTEND 

 

e) The tape Librarian and systems programmers only have READ access to the 

following profile: 

 

      L0UPDTE 

 

f) If all of the CA-1 command resources are protected at the appropriate levels, there 

is NO FINDING. 

 

g) If any CA-1 command resource is not protected properly, there is a FINDING. 

 

CCI: CCI-000035 

 

CCI: CCI-002234 
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__STIG ID: ZCA1R021    Default Severity: Category II 

 

a)  Ensure that all CA-1 command resources are properly protected.   

 

b)  The CA-1 command resources RACF General Resource Class should be   

     CA@MD.     

     Once this has been verified, from Administrator Main Menu, go to 3;4 General  

     Resource Reports.    

1. Select option 4 Access Lists, option B for Batch, and set the CLASS 

masking field to CA@MD, then <ENTER>.   

2. On the next panel enter a Y in the “Explode RACF groups access list at 

end of report” field, enter an N in all other fields, then <ENTER>. 

3. Submit the Batch Job. 

4. Review the output in the PRNT JES data set for the report.. 

 

       c) Only the Tape Librarian and Technical Support Personnel should have READ  

             and UPDATE access to the following profiles:  

 

                        NLRES, NLNORES, NSLRES 

 

       d)  Only the Tape Librarian and Systems Programmers should have READ and  

              UPDATE access to the following profiles: 

 

                       NSLNORES, BLPRES, BLPNORES 

 

       e)  The Tape Librarian only should  have READ and UPDATE access to the  

                following profiles: 

                 FORRES, YSVCUNCD 

       f)    Systems Programmers should have READ access to the following profile: 

                 YSVCUNCD 

       g)   Systems Programmers and Operators would have access to the following    

                profiles: 

                REINIT, BATCH, DEACT 

       h)    Users requiring access to CA-1 on-line applications for tape data set  

                processing would have access through passwords. There are different   

                passwords  

                for different levels of functionality from general user to tape librarian.. 

       i)    If all of the CA-1 command resources are protected at the appropriate levels,   

               there is NO FINDING. 

       j)    If any CA-1 command resource is not protected properly, there is a FINDING. 

 

**Note: Tape librarian includes tape personnel, as well as STCs and Batch Users that      

    perform CA 1 maintenance. 
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CCI: CCI-000035 

 

CCI: CCI-002234 



UNCLASSIFIED 

z/OS  CA-1 for RACF Analysis and Checklist  
Version 6 Release 7 

 

 

V a n g u a r d  S e c u r i t y  R e a d i n e s s  R e v i e w  P r o c e d u r e s  1 6  
V a n g u a r d  P r o p r i e t a r y   

 

__STIG ID: ZCA1R030    Default Severity: Category II 

 

a) From the Administrator main menu, select 3;4  (Security Server Reports - General   

    Resource Reports) and press  ENTER . 

 

b) Type 1 for General Resource Profile Summary and Tab down to “CLASS: “, type  

    ‘STARTED’ for class name. 

 

c).Find CA-1 started class General Resource profile usually named TMSINIT. 

 

d). Find the Userid associated with CA-1 started task under  

     the STDATA segment information of the general resource profile. 

      

e). Go back to Administrator main menu, select 3;1 (Security Server Reports – User  

      Profile) and press  ENTER . 

 

f)   Tab down to User ID and enter the User ID found in Step d) above and hit enter. 

 

g). Page down till the Attributes section of the user profile. 

 

h)  Verify that “Protected = Yes”. 

 

i)   If  “Protected = Yes”, there is no FINDING. 

 

j).  If   “Protected = No”,  there is a FINDING. 

 

k)  If  TMSINIT is NOT found as a General Resource profile under the STARTED  

     class in  c. above, then check if is defined in the Started Procedures Table   

     (ICHRIN03) as follows: 

          1,   From Analyzer main Menu, go to 3;4 (Online Displays – Started  

                Procedures Analysis) and  Press  ENTER 

 

    2.  Look for STARTED in the Source column and TMSINIT in the Procname      

          column..  

 

          3. If the TMSINIT started procedure does not have an R in the “M” column  

              there is NO FINDING  (an R in the “M” column indicates that either the  

              STARTED TASK USER ID does not have the protected attribute or is not  

              defined (these are both findings) 

 

    4..If there is an R in the “M” column, there is a FINDING. 

 

CCI: CCI-000764 
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__STIG ID: ZCA1R032    Default Severity: Category II 

 

a) From the Administrator main menu, select 3;4  (Security Server Reports - General   

    Resource Reports) and press  ENTER . 

 

b) Type 1 for General Resource Profile Summary and Tab down to “CLASS: “,  type  

    ‘STARTED’ for class name. 

 

c). Find the general resources profile for the CA 1 started task,  usually named  

      TMSINIT. 

 

d). If  the General Resource profile for the CA 1 started task  is found as a General  

     under the STARTED class, there is no FINDING. . 

 

e)  If  the General Resource profile for the CA 1 started task is not found in the  

     STARTED class, check if it is defined instead in the Started Procedures Table  

     (ICHRIN03) by running DSMON as a batch job or invoking it under TSO.  

 

f).  If  the General Resource profile for the CA 1 started task IS found in the  

      Started  Procedures Table (ICHRIN03) , there is NO FINDING. 

 

g)  If  the General Resource profile for the CA 1 started task is NOT found in the  

     Started  Procedures Table (ICHRIN03) either, this is a FINDING. 

 

h)  If  TMSINIT is NOT found as a General Resource profile under the STARTED  

      class in d. above, then check if is defined in the Started Procedures  Table      

      (ICHRIN03) as follows: 

 

          1,   From Analyzer main Menu, go to 3;4 (Online Displays – Started  

                Procedures Analysis) and  Press  ENTER 

 

    2.  Look for STARTED in the Source column and SDSF in the Procname      

          column..  

 

    3. If  SDSF is not found  either as a  General Resource Profile under  

        STARTED  class in e. above AND not found in the Started Procedures   

        Table, this is a FINDING. 

 

CCI: CCI-000764 
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__STIG ID: ZCA1R038    Default Severity: Category II 

 

a)  Find out from the users if they have defined their own RACF classes  for CA  

     1  resources.   

 

b)  Then verify if either the CA 1 RACF resource classes defined by the installation  

     or the default CA 1 resource classes are active as follows:  

 

    1)  From the Administrator main menu, select 3;4 (Security Server Reports -  

          General Resource Reports) and press  ENTER . 

  

    2) Type 1 for General Resource Profile Summary and Tab down to “CLASS: “,   

                And enter either the installation-defined class names for CA 1 resources found  

                in step a. above or the default CA 1 resource class names (CA@CMD or  

                CA@APE)   

     

          3). If  the CLASS is found,  there is no FINDING.  

 

          4). If  the CLASS is not found,  there is a FINDING. . 

 

CCI: CCI-000336 

 

CCI: CCI-002358 
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__STIG ID: ZCA1R040    Default Severity: Category II 

 

a) Ensure that all CA 1 parameters meet the following 

requirements as specified in in the U_zOS_STIG_Addendum.  Note:  You do not 

need to reassemble or execute the steps in these sections, just ensure that when CA-1 

was installed the following conventions were observd.  

 

b) Identify the CA-1 started procedure (STC) usually named 

TMSINIT. 

 

c) Identify the two-character suffix for the TMOSYSxx 

member of the dataset referenced in the TMSPARM DD statement of the TMSINIT 

started procedure JCL (BY DEFAULT THE SUFFIX IS  ‘00’). 

 

d) Identify the current TMSOPTxx member by browsing 

member TMOSYSxx of the dataset referenceD in the TMSPARM DD statement of 

the TMSINIT started procedure JCL. 

 

e) Identify the CA-1 PPOPTION dataset currently in use. 

 

f) Browse member TMSOPTxx in the PPOPTION dataset 

currently in use. 

            1. Verify that the following parameters are set as follows: 

 

  BATCH YES     (applicable only to CA-1 Version 11.5 or below)  

  CATSEC  NO  (applicable only to CA-1 Versions 5.3  to 11.5   

                                                             (inclusive))                               

  CMD  YES 

  CREATE UPDATE 

  DSNB  YES 

  FUNC  YES 

OCEOV NO  

NOTE – This requires the RACF System-wide TAPEDSN to be active. 

 

  PMASK Do not specify or change 

  PSWD  YES 

  SCRTCH NO 

  SECWTO YES (applicable only to CA-1 Version 5.2 and above) 

  UNDEF FAIL 

  UX0AUPD NO (applicable only to CA-1 Version 5.3 and above) 

  YSVC  YES 

 

        The systems programmer/IAO is responsible to ensure that the CA-1 external      

        security options are specified in accordance with the above requirements. 
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g) If the above settings are as specified above, there is NO 

FINDING. 

 

h) If the above settings are NOT specified as above, this is a 

FINDING.  

 

CCI: CCI-000035 

 

 

 


