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___STIG ID: ZSMTR001    Default Severity: Category II 

 

 

a)    The following steps are necessary for reviewing the CSSMPToptions: 

 

1.    Request on-line access from the site administrator to view  CSSMPT parameter 

settings. 

2.    Once access to the CSSMPT Main Menu has been obtained,  

select the option for the ADMINISTRATOR menu. 

3.    From the ADMINISTRATOR menu, select the option for the PROFILE   

SELECTION menu. 

4.    From the PROFILE SELECTION menu, select the View GLOBAL    

Profile option. 

5.    After selection of the View GLOBAL Profile option, the Update  

GLOBAL Profile menu appears. From this menu select the profile to be  

reviewed: 

a.    To view the Common profile select: _Common 

b.    To view the CSSMPT profile select: _SupSess 

 

b)       Compare the security parameters as specified in the Required CSSMPT  

Common Profile Options and Required CL/Superssion Profile Options Tables in the  

z/OS STIG Addendum against the CSSMPT Profile options.  

  

c)       If all options as specified in the Required CSSMPT Common Profile  

Options and Required CSSMPT Profile Options Tables in the z/OS STIG  

Addendum are in effect, there is NO FINDING.  

 

CCI: CCI-001499 
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___STIG ID: ZSMTR030    Default Severity: Category II 

 

a) Use Vanguard’s Analyzer product to look at the Started Procedures Analysis 

report: Do the following for the IBM CSSMTP started task, likely called 

CSSMTP. 

 

a. From Analyzer main Menu, go to 3;4;  Press <ENTER> 

b. Key in SORT PROCNAME; Press <ENTER> 

c. Key in L CSSMTP; Press <ENTER> 

d. If the stc name is not found then IBM CSSMTP is not defined to RACF as 

a STC user. 

e. If found but has a R in the M column, review the message and ensure that 

the following does not appear: VSA346R The user ID does not have the 

protected attribute.  If message exists, then user does not have the 

PROTECTED attribute.  This is a finding. 

f. If found then you would use the “U” line command to determine if the 

userid is defined to RACF. 

g. Key the “U” line command for the IBM CSSMTP entry; Press <ENTER> 

h. The userid is defined to RACF if a userid display appears. If not defined 

you should see the message “Unable to display”. 

 

b) If the userid for the IBM CSSMTP started task is defined to the security database 

with the PROTECTED attribute, there is NO FINDING. 

 

c) If the userid for the IBM CSSMTP started task is not defined to the security 

database or does not have the PROTECTED attribute, this is a FINDING. 

 

CCI: CCI-000764 
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___STIG ID: ZSMTR032    Default Severity: Category II 

 

a) Use Vanguard’s Analyzer product to look at the Started Procedures Analysis 

report:  The name of the IBM CSSMTP started task is likely CSSMTP. 

1. From Analyzer main Menu, go to 3;4;  Press <ENTER> 

2. Key in SORT PROCNAME; Press <ENTER> 

3. Key in L CSSMTP; Press <ENTER> 

4. Look at the source column. It will indicate STARTED class profile or 

ICHRIN03 entry.   

5. If not found then IBM CSSMTP is not defined to RACF as a STC user. 

 

b) If a STARTED resource class profile exists for the started task IBM CSSMTP, 

there is NO FINDING. 

 

c) If neither a STARTED resource class profile or an ICHRIN03 entry exists for the 

started task for IBM CSSMTP, this is a FINDING. 

 

CCI: CCI-000764 

 

 

 


