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___STIG ID: ZICSR000    Default Severity: Category II 

 

a)       Check with your IOA or Systems Programming personnel and compile the list of 

IBM Integrated Crypto Service Facility (ICSF) install data sets, Likely: 

1.       SYS1.CSF.** 

2.       From the Administrator Main Menu Choose Option 2 Security Server Commands 

3.       then choose Option: 3 Data Set 

4.       Type the resource names collected in option a.1 above into: Enter fully qualified 

(without quotes) data set or profile name:  

____________________________________________  

5.       Hit enter.  

6.       Enter Y for Display covering profile? Y 

7.       Verify that the UACC is NONE 

8.       Verify that Audit Successes and Failures specifies UPDATE or READ. 

9.       Tab down to Standard Access Permits and place an E next to it (hit enter)and 

validate that UPDATE or higher access is limited to Systems Programming personnel. 

Verify that READ access is limited to Systems Programming Personnel and Auditors and 

any other users that have a valid requirement to utilize these data sets.  Press F3 to return 

to previous screen. 

10.       if CONDITIONAL ACCESS PERMITS: _ (E to edit data) has *data is present* 

next to it, place an E next to it and validate that conditional access permits of Update or 

higher are limited to Systems Programming Personnel as well. Verify that READ access 

is limited to Systems Programming Personnel and Auditors and any other users that have 

a valid requirement to utilize these data sets.  Press F3 to return to previous screen. 

11.       Repeat steps 2 through 10 for all datasets in option a.1 

 

b) If a.7, a.8, a.9 and a.10 are all true, there is NO FINDING. 

 

c) If a.7, a.8, a.9 and a.10 are not true, this is a FINDING. 

 

CCI: CCI-000213 

 

CCI: CCI-002234 
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___STIG ID: ZICSR001    Default Severity: Category II 

 

a)       Check with your IOA or Systems Programming personnel and compile the list of 

IBM Integrated Crypto Service Facility (ICSF) datasets referenced in the CSFPARM DD 

statement of the ICSF started task(s) and/or batch job(s), the entries for CKDSN and 

PKDSN specify the data sets. They are Likely: 

1.       SYS3.CSF.CKDS and SYS3.CSF.PKDS. 

2.       From the Administrator Main Menu Choose Option 2 Security Server Commands 

3.       then choose Option: 3 Data Set 

4.       Type the resource names collected in option a.1 above into: Enter fully qualified 

(without quotes) data set or profile name:  

____________________________________________  

5.       Hit enter.  

6.       Enter Y for Display covering profile? Y 

7.       Verify that the UACC is NONE 

8.       Verify that Audit Successes and Failures specifies UPDATE or READ. 

9.       Tab down to Standard Access Permits and place an E next to it (hit enter) and 

validate that UPDATE or higher access is limited to Systems Programming personnel, 

ICSF STC and/or batch jobs only. Verify that READ access is limited to Systems 

Programming Personnel, ICSF STC, batch jobs and Auditors. 

10.       if CONDITIONAL ACCESS PERMITS: _ (E to edit data) has *data is present* 

next to it, place an E next to it and validate that conditional access permits of UPDATE 

or higher access is limited to Systems Programming personnel, ICSF STC and/or batch 

jobs only. Verify that READ access is limited to Systems Programming Personnel, ICSF 

STC, batch jobs and Auditors.        

11.       Repeat steps 2 through 10 for all datasets in option a.1 

 

b) If a.7, a.8, a.9 and a.10 are all true, there is NO FINDING. 

 

c) If a.7, a.8, a.9 and a.10 are not true, this is a FINDING. 

 

CCI: CCI-001499 
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___STIG ID: ZICSR030    Default Severity: Category II 

 

1. From the Vanguard Security Solutions choose Administrator Option 1. 

2. Choose 3 Security Server Reports 

3. Choose option 1 User Profiles. Make sure you are in Live mode by typing 

LIVE on command line. 

4. Tab down to USERID and type in CSFSTART. (CSFSTART is the userid that 

must be associated with the started task profile.) 

5. Choose option 1, User Summary and hit enter. 

6. If the report displays NO USERIDS TO REPORT, this is a finding. 

7. If the report displays the User CSFSTART, place a UA next to the userid. If the 

display does not show PT under the PROT column or shows No USERIDS to 

Report, then there is a FINDING. 

8. If the USERID exists and PT is specified in the PROT column, then there is 

NO FINDING. 

 

CCI: CCI-000764 
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___STIG ID: ZICSR032   Default Severity: Category II 

 

1. From the Vanguard Security Solutions choose option 3 Analyzer. 

2. Choose Option 3 Online Displays 

3. Choose Option 4 Started Procedures Analysis 

4. Do a SORT on PROCNAME and then L CSFSTART. 

5. If CSFSTART exists and does not have any Messages associated with it, there 

is NO FINDING. 

6. If CSFSTART does not exist or has Messages associated with it, there is a 

FINDING. 

 

CCI: CCI-000764 


