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UNCLASSIFIED
z/OS TDMF for RACF Analysis and Checklist
Version 6 Release 4
__STIG ID: ZTDMO0040 Default Severity: Category Il

a)  Have the products system programmer display the configuration/parameters
control statements used in the current running product to define or enable security for
TDMF.

b)  Verify the following specifications:

Parameter Options:

VOLUME SECURITY = YES

CHECK TARGET EMPTY =YES

Session Options:

Volume Security is not available.

CHECKTarget|CHKTarget

C) If (b) above is true, there is NO FINDING.

d) If (b) above is untrue, this is a FINDING

CClI: CCI-000035
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UNCLASSIFIED
z/OS TDMF for RACF Analysis and Checklist
Version 6 Release 4

__STIG ID: ZTDMRO000 Default Severity: Category Il

a) Check with your I0A or Systems Programming personnel and compile the list of
Transparent Data Migration Facility (TDMF) Install data sets, Likely:

10.

11.

12.

hlg. TDMF.**
From the Administrator Main Menu Choose Option 2;3 (Security Server
Commands, Data Sets)
Type the resource names collected in option a.1 above at the prompt for
“Enter fully qualified (without quotes) data set or profile name:”.
Hit enter.
Enter Y for Display covering profile? Y
Verify that the UACC is NONE
Verify that Audit Successes and Failures specifies UPDATE.
Tab down to Standard Access Permits and place an ‘E’ next to the phrase and
hit ENTER.
Verify that the data set rules for the product install data sets
a. Permit READ access to all authorized users
b. Restrict UPDATE or higher access to systems programming
personnel.
Tab down to Conditional Access Permits line on the screen. If the phrase
‘“*data is present*’ is found, enter an ‘E’ and hit ENTER.
Verify that any additional data set rules for the product install data sets
a. Permit READ access only to authorized users
b. Restrict UPDATE or higher access to systems programming personnel
Repeat steps 2 through 10 for all datasets in option a.1

b) If 10a, 10b, 12a, and 12b are all true, there is NO FINDING.

c) If 10a, 10b, 12a, and 12b are not true, this is a FINDING.

CClI: CCI-000213

CClI: CCI-002234
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