VANGUARD ADMINISTRATOR™

Vanguard Administrator™
saves time and money by
simplifying and automating
z/OS Security Server
administration tasks.

VANGUARD CLEANUP ™

VANGUARD PASSWORDRESET™

VANGUARD SECURITYCENTER™

With Vanguard Cleanup™,
security administrators can
easily and automatically monitor
z/OS Security Server access to
identify, report on, and clean up
unreferenced security rules.

Vanguard PasswordReset™
saves time and money by
allowing users to reset their own
password.

Vanguard SecurityCenter™ is a
Windows GUI interface that
provides point and click security
administration for both the z/OS
Security Server and DB2
security rules across multiple
systems.

Administrator enables
enterprises to operate with
reduced headcount and
improved cybersecurity
reporting.

This addresses the common
problem of forgotten passwords.
It empowers employees,
customers and authorized users
to quickly and securely change
their own passwords.

VANGUARD SECURITYMANAGER™

Vanguard Security Manager™
is an easy to use solution for
non-technical personnel to
administer and report on all
z/OS and z/VM servers across
the enterprise with a
simple-to-use web-based
interface.

VANGUARD HELP DESK™

Vanguard HelpDesk™
is an easy to use web-based
solution simplifying the most
common help desk tasks; like
password reset, revoke or
resume users, and others, saving
both time and money.

+1.702.794.0014
www.go2vanguard.com
VANGUARD ADVISOR ™

Vanguard Advisor™
provides complete collection and
reporting of system events to
enable powerful forensic
analysis.
Advisor is a customisable event
driven engine providing
notifications and real-time
reporting on security events.

VANGUARD AUTHENTICATOR™

VANGUARD ANALYZER ™

Vanguard Analyzer™
provides Vanguard expertise
on z/OS Security Server.
Analyzer delivers expert-level
vulnerability assessments of
z/OS Security Server
configuration controls and
security settings with the ability
to produce audit results in
minutes.

VANGUARD EZ/INTEGRATOR™

VANGUARD CONFIGURATION MANAGER™

Vanguard Configuration
Manager™ automates review of
current z/OS Server
configurations against DOD
prevailing standards including
the DISA, STIGs, NIST, DB2
hardening standards and
Vanguard best practices.

VANGUARD EZ/SIGNON ™

VANGUARD ENFORCER ™

Vanguard Enforcer™
provides continuous monitoring
of security controls with an
automated process that
compares your current z/OS
Server configuration against
previously established known
baselines and includes intrusion
detection and
real-time notification.

VANGUARD EZ/TOKEN ™

VANGUARD INCOMPLIANCE ™

VANGUARD OFFLINE ™

VANGUARD POLICY MANAGER™

Vanguard InCompliance™
performs millions of critical
compliance checks to guarantee
adherence to Vanguard and IBM
z/OS Security Server best
practices without increasing
processing overhead through an
easy-to-use web-based
interface.

Vanguard Offline™
is both a simulation-testing
application and forensic analysis
tool, allowing security
administrators to test and
evaluate the impact of new
commands before being
implemented on production
systems and data mining of
production systems access and
authorization without SMF.

Vanguard Policy Manager™
dramatically reduces security
risks and improves regulatory
compliance, by enforcing best
practice and company specific
policies, minimizing the need for
expensive remediation, while
increasing staff productivity.

VANGUARD TOKENLESS AUTHENTICATION™

VANGUARD EZ/PIV CARD ™

ADMINISTRATION
Vanguard Administration is a
powerful cybersecurity solution
that automates processes, and
offers powerful reporting with
real-time management.

AUDIT & COMPLIANCE
Vanguard Authenticator™
is an end-to-end, centralized,
scalable, modular, integrated
authentication solution enabling
enterprises to control and
secure entry to the entire IT
infrastructure.

Vanguard ez/Integrator™
is an easy-to-use toolkit that
provides Authentication,
Authorization and Accounting
for enterprises to extend
security to their applications.
ez/Integrator™ allows software
on heterogenous platforms to
link and use proven capabilities
of a z/OS Security Server using
a programmable API.

Vanguard ez/SignOn™
is a single password solution for
multi-platform environments. It
provides sign-on controls,
password synchronization and
centralized user authentication
on z/OS Security Server,
Windows, Linux and iSeries
systems.

Vanguard ez/Token™
is a multifactor authentication
solution allowing users to
authenticate through a wide
variety of token technologies
like RSA SecurID, YUBiKEY,
OAUTH tokens, SafeSign or
Actividentity tokens, Duo’s
Trusted Access solution, Ping
Identity and many others.

Vanguard Tokenless
Authentication™ is a complete
authentication solution that
delivers strong authentication
capabilities by generating and
sending a one-time, single use,
time sensitive token to a mobile
communication device the user
already possesses.

Vanguard ez/PIV Card™
is a multifactor authentication
solution that satisfies FIPS 201,
HSPD-12 compliance
requirements. It allows users to
authenticate to z/OS Security
Server through the use of a
government PIV or CAC Card.

MULTIFACTOR AUTHENTICATION

Vanguard Audit & Compliance is
a robust cybersecurity solution
enabling configuration and
continuous monitoring using the
latest standards and data
security policies to determine,
isolate and ensure standards
compliance.

AUTHENTICATION
Vanguard Authentication is a
scalable, modular integrated
authentication solution that
enables enterprises to control
and secure access to the entire
IT infrastructure.

CYBERSECURITY SOLUTIONS
SECURING ANY ENTERPRISE
Vanguard’s Enterprise Cloud
Authentication solution provides
support for any SAML-based
authenticated cloud.
Vanguard separates Cloud
based data and access
credentials insuring your cloud
is safe and secure.

Sarbanes-Oxley
Sarbanes-Oxley (SOX) solutions
from Vanguard enable
organizations to automate the
entire compliance process.
Vanguard’s compliance
solutions provide transparency
into the state of compliance,
ensuring compliance demands
are being addressed.

Vanguard Continuous Monitoring
provides organizations with near
real-time information about
security breaches and changes
in security controls to enable
them to reduce risk exposure
and vulnerabilities.

Vanguard’s Identity and Access
Management software helps to
streamline security
administration and reporting by
automating manual processess
and making it easier to perform
day-to-day management tasks.
HIPAA - Vanguard’s HIPAA
solution identifies gaps in your
organization’s security program
and provides detailed
recommendations for ongoing
conformity and compliance

Vanguard z/Secure Replacement
is helping customers transition
off z/Secure products,
upgrading their cyber security
to Vanguard solutions, saving
time and money by simplifying
and automating z/OS
administration and reporting
tasks.

Vanguard’s Active Alerts
provides the ability to
continuously monitor security
related events at the system
and/or user-specified level.
When an event occurs, Active
Alerts will notify the SIEM in
order for enterprises to take
decisive action and make critical
decisions.

AGILITY | SERVICE | KNOWLEDGE | INNOVATION

VA N G U A R D S O L U T I O N S

VA N G U A R D S E R V I C E S

IMPLEMENTATION SERVICES

Implementation Services
include increasing the
efficiency of existing security
and compliance capabilities,
deploying new security
proficiencies, supporting
industry and regulatory
requirements, and training.

MIGRATIONS

PENETRATION TESTING

Organizations are turning to the

Vanguard Penetration Testing
services discover high-risk
vulnerabilities, determines if
sufficient defenses are in place,
offers remediation guidance,
and recommends a plan and
methodology for ongoing
testing.

Vanguard Professional Services
team to assist them with DB2 to
RACF security migrations.

REMEDIATION SERVICES

ROLE-BASED ACCESS CONTROL

Vanguard has the largest and

Role-Based Access Control

most experienced group of

software, developed by

security specialists in the world,

Vanguard is used to help

and proven expertise

organizations reduce

remediating enterprise systems.

provisioning time, eliminate
errors and adhere to role
structure over time.

HITRUST - The Health
Information Trust Alliance, in
collaboration with healthcare,
business, technology and
information security leaders, has
established the HITRUST CSF,
Vanguard is actively involved
with the Health Information
Trust Alliance (HITRUST) the
most widely adopted security
framework in the U.S. healthcare
industry.

SECURITY ASSESSMENTS

Security Assessments quickly
identify and prioritize
penetration risks, determine
whether the implementation
reflects best practices for
security and integrity and
evaluate the potential impact
and exposure of any findings.

PCI Payment Card Industry Data
Security Standard (PCI DSS)
Today all companies involved in
payment card processing must
prove compliance.
Vanguard Integrity Professionals
provides professional services
and software to help companies
meet PCI DSS requirements
before a formal audit takes
place.
GDPR
Vanguard is helping citizens
protect their data.
The primary objectives of the
GDPR is to give citizens and
residents control of their
personal data.

STAFF AUGMENTATION

Vanguard Staff Augmentation
services enable organizations
to quickly add qualified staff to
their enterprise security team.

