
Customize your DISA/STIGs baseline 

checks for RACF, ACF2, and TSS.  

Datasheet  

PRODUCT DESCRIPTION  
Vanguard Compliance Manager (VCM) for RACF, ACF2, and TSS is an 

automated vulnerability assessment solution. VCM assists organizations 

in passing Security Readiness Reviews (SRR) for z/OS mainframe 

environments.  

KEY FEATURES

BUSINESS CHALLENGE

VANGUARD SOLUTION

KEY BENEFITS
Passing an SRR brings mainframe system security into compliance with 

the security guidelines utilized within your organization. This can be 

internally developed guidelines, guidelines created by the Center for 

Internet Security (COMING SOON), or those developed by the Defense 

Information Security Agency (DISA), and utilized in partnership with the 

National Institute of Standards and Technology (NIST). 

These stringent guidelines are considered by some in the industry as 

Core Security Requirements (CSR). The objective of these guidelines is 

to safeguard the confidentiality, integrity and availability of the sensitive 

information and systems. The guidelines accomplish this objective by 

ensuring that the operating system software, as well as its security 

component, is installed, configured, and managed in a way that is 

secure, efficient, and effective. An environment passes the SRR when 

the results of the review reveal that no security vulnerabilities were 

found.  

• Budget sensitive

• Performs critical compliance checks

• Performs custom baseline checks

• Easy-to-Use with immediate results

• Identifies open compliance gaps

 

• Creates customizable baseline checks and 

reports

• Easily integrates into your existing automation 

solution using our extensive batch functionality 

• Adherence to SRR requirements for IBM z/OS 

categories

• Reports security vulnerabilities for remediation

• Integrate with your existing Privilege Review 

Process

• Centralized Reporting for your entire 

organization from a single z/OS LPAR

•  Automate sending reports into your SIEM 

solution to create dynamic and off-platform 

Reports

Vanguard Compliance Manage eases the auditing burden of an SRR by 

automating the step-by-step procedures. VCM collects the required 

information, analyzes the system software installation and configuration 

accordingly, and identifies the vulnerabilities found.
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