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INTEGRITY PROFESSIONALS
CYBERSECURITY EXPERTS OWN ED

VANGUARD ETF/R - FIRECALL

Extended RACF Privilege Access for
Emergency Situations

PRODUCT DESGRIPTION

Vanguard Firecall for RACF (ETF/R) provides the ability to extend normal
access in an emergency situation by granting a USERID special access
privileges. With ETF/R, security administrators can pre-define who gets
emergency access privileges. Users may have limited or unrestricted
emergency access according to their need at the time and the limits set
by the security administrator. All emergency access is journaled and
reported.

BUSINESS GHALLENGE

Organizations have become increasingly aware of the value of their
critical data. While outages of physical equipment may pose a temporary
inconvenience, outages of critical information have been demonstrated
to be devastating to companies. Loss of critical data has been measured
in millions of dollars and has even been known to lead to the ultimate
demise of a business.

VANGUARD SOLUTION

ETF/R effectively mitigates the risk of sensitive information exposure or
damage, while also granting on-demand access to support personnel to
swiftly minimize the impact of any potential outages. With ETF/R,
support personnel no longer require full-time access to sensitive
resources. Access is obtained on demand through the activation of one
or more firecall privileges.

IAM

Datasheet

KEY FEATURES

« Simplifies the administration, and increases the quality
and effectiveness of RACF security implementation

* Quickly restores RACF profiles

* Integrates with other Vanguard RACF security solutions

* SURROGAT Class Analysis Reporting options

KEY BENEFITS

* Improves operational efficiency

» Reduces risk and exposure

* Minimize disruption

* Help with administrative effort

» Streamline & clean up the RACF databases

* Help meet audit requirements for Emergency Access
« Identify potential exposures

* Report on user access and usage

* Assists in implementing a Zero Trust environment
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VANGURRD ETF/A - FIRECALL

Extended ACF2 Privileges Access for
Emergency Situations

PRODUCT DESGRIPTION

With Firecall emergency access, you can maintain full oversight and
control while providing authorized users with emergency elevated access
to your ACF2 Rules, within specific defined parameters and a pre-
determined time frame. This feature allows unprivileged LIDs to swiftly
access key systems in the event of an emergency and resolve
production issues in a timely and efficient manner, saving valuable time.

BUSINESS GHALLENGE

Organizations have become increasingly aware of the value of their
critical data. While outages of physical equipment may pose a temporary
inconvenience, outages of critical information have been demonstrated
to be devastating to companies. Loss of critical data has been measured
in millions of dollars and has even been known to lead to the ultimate
demise of a business.

VANGUARD SOLUTION

ETF/A effectively mitigates the risk of sensitive information exposure or
damage, while also granting on-demand access to support personnel to
swiftly minimize the impact of any potential outages.With ETF/A, support
personnel no longer require full-time access to sensitive resources.
Access is obtained on demand through the activation of one or more
Firecall privileges.
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IAM
Datashest

KEY FEATURES

 Simplifies the administration, and increases the quality
and effectiveness of ACF2 security implementation

* Quickly restores ACF2 Access Rules

* Integrates with other Vanguard ACF2 security solutions

» SURROGAT Class Analysis Reporting options

KEY BENEFITS

 Improves operational efficiency

» Reduces risk and exposure

* Minimize disruption

* Help with administrative effort

» Streamline & clean up the ACF2 databases

* Help meet audit requirements for Emergency Access
- Identify potential exposures

» Report on user access and usage

* Assists in implementing a Zero Trust environment
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