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CYBERSECURITY EXPERTS

Vanguard PasswordReset saves time and money by allowing users to reset their
own password.

Additionally, PasswordReset addresses the common problem of forgotten passwords. It

empowers employees, customers and other authorized users to quickly and securely
change their own passwords anytime using their web browser without support from IT.

KEY FEATURES:

Web-based end user self-service password reset.

Uses standard challenge and response technology for user validation.

All web-based transactions are fully secure and en-crypted.

Integrates with our Vanguard Tokenless Technologies to deliver token passcodes.
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HOW MUCH ARE FORGOTTEN Passwo rd
PASSWORDS REALLY COSTING YOUR Resets

ORGANIZATION? Are COSting your
Vanguard's own internal research has shown the av- organization millions

erage organization experiences 4 password resets
per employee per year. To put this in

perspective, at a cost of $70 per call, that means an

organization with 20,000 employees would be spend- AT

ing $5,600,000 per year just on password PASSWORD ISNT
WORKING AGAIN!
resets!
THE SOLUTION . | THINK SOMETHING
- IS WRONG WITH THIS
VANGUARD PASSWORDRESET READY TRED 5

TIMES!!
For a very small percentage of the figure

mentioned above, Vanguard PASSWORDRESET
could ensure you spend your IT budget on more stra-

. . . . BUT | JUST CHANGED
tegic security imperatives and have your IT 2 MONTHS AGO!

security personnel focused on higher value
activities.

Password Reset addresses the common problem of
forgotten or expired RACF passwords. It

empowers employees, customers and other

authorized users to quickly and securely change their

own passwords anytime using their web browser. %
ks ; -

4 Password Resets per
20,000 Employees employee per year

$3,600,000

annual company cost

per reset
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HOW DOES PASSWORDRESET WORK? Key Differentiators

e Vanguard PasswordReset is easy to use. It begins
with a quick and easy registration process.

¢ Users connect to PasswordReset via their web A) User self-service enrollment.
brows-ers and enter a series of questions and
answers of their own choosing. B) Web enabled, can be
operated on z/OS Security Server or
¢ They are encrypted by PasswordReset and stored independently.

in a secure RACF database on the mainframe.

C) Flexible Pricing Models.

o |If users later forget their password, they simply
connect to PasswordReset via their browsers and

D) Our Pricing is Value Driven — Only pa
enter the an-swers to the questions. ) 9 y pay

for what you use — we want our customer to

o PasswordReset authenticates the user and be successful! Your success guarantees
assigns the new password. our success!

WE ARE MAINFRAME STRENGTH!

Unlike other password resetting software, Vanguard
PasswordReset runs on the mainframe z/OS - the
enterprise's most trusted platform. It was designed
from the ground-up to work hand-in-hand with IBM's
Secure Security Server (RACF). It combines the
benefits and convenience of a web-based interface
with the proven stability, integrity, and security of
RACF. All web-based transactions are fully secure
and encrypted.
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Why Vanguard?

Vanguard offers the most advanced and integrated portfolio of enterprise security products and
services in the world. The portfolio was the first to offer fully automated baseline configuration
scanner for Mainframe DISA STIGs— the Gold Standard for Security.

For More Information

To learn more about Vanguard Security Solutions, please
contact:

Vanguard Integrity Professionals at
(702) 794. 0014 or visit www.go2vanguard.com
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