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Vanguard Security Manager is an easy-to-use solution for non-technical personnel to administer and
report on all z/OS Security Server and z/VM systems across the enterprise with a simple to use web-
based interface.

Security Manager includes comprehensive access analytics and flexible reporting capabilities to help
security teams rapidly identify problems and allow auditors to quickly view system changes and report
findings.

An easy-to-use web-based interface that enables inexperienced security administrators to perform
operations such as defining and granting access to users and groups, resetting passwords and
scheduling reports without knowing RACF commands.

Key Features:

e Provides real-time administration for z/OS Security Server and DB2 with point-and-click, across
windows compatible desktop and mobile devices.

e Enables automated recurring, time-consuming “tasks-oriented” administration.
e Allows comparing profiles on the same or different databases.

« Automatically generates the correct commands to accompany each action.
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The Analytics and Reporting
Capabilities in Vanguard Security
Manager Include:

More than 100 pre-built Vanguard Best Practice
reports that analyze RACF database for potential
security threats can be run on an ad-hoc or ongoing
basis. Reports can be generated about Connects,
Data Sets, General Resources, Groups, Users, and
Global Table Display Values. Security
administrators can use these reports to analyze the
RACF database for potential security threats to
enterprise data.

The report generator is used for creating
customized, complex security reports with an
easy-to-use, point-and-click, SQL-based report
editor. Criteria can be added to prebuilt reports to
create a custom report. Security administrators can
generate complex security reports on an ad-hoc or
ongoing basis.

Vanguard Security Manager provides automated
audit reporting to ease auditing tasks by making it
easy for auditors to view changes made to the
security system in support of production needs.
Security administrators can report findings to
auditors using Vanguard Best Practices or
customized reports.

Vanguard Security Manager provides support for
reporting on multiple RACF databases with
automatic scheduling of reports to run daily, weekly,
monthly or annually and can be emailed to
appropriate individuals in Excel®, comma delimited
or PDF formats.
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Key Differentiators

o Easy-to-use web-enabled Security

Administration and reporting for z/OS
Security Server and z/VM

e Allows complete enterprise-wide reporting,
individuals can report against one, more or all
entities and can schedule reports to run on a
continuous basis.

o Combines automated security administration,
analytics and reporting in one complete
package.

e Reports are created using industry standards
based on SQL.

e Provides cross-system support for user
access and authority.

e An easy-to-use, web-based interface enables
inexperienced security administrators to
perform operations such as defining and
granting access to users and groups,
resetting passwords, and scheduling reports
without knowing security commands.

e More than 100 pre-built Vanguard Best
Practice reports that analyze RACF
databases for potential security threats that
can be run on an ad-hoc or ongoing basis.

e Support for reporting on multiple security
databases—Automatic scheduling of reports
to run daily, weekly, monthly, or annually, and
emailed to appropriate individuals in Excel,
comma delimited or PDF format.

Page 2

2005 - 2018 Vanguard Integrity Professionals - Nevada All Rights Reserved.



OFFERINGS DATA SHEET

VANGUARD Security Manager™ Mﬁﬁ&%éﬁg

CYBERSECURITY EXPERTS

Why Vanguard to Secure Your Enterprise?

Almost half of the Fortune 1000 companies in the world spanning banking, retail, insurance, as well
as numerous government agencies trust Vanguard with their enterprise security.

About Vanguard Security Solutions

Vanguard offers the most advanced and integrated portfolio of enterprise security products and
services in the world. The portfolio was the first to offer fully automated baseline configuration
scanner for Mainframe DISA STIGs— the Gold Standard for Security.

For More Information

To learn more about Vanguard Security Solutions please
call 702.794.0014 or visit www.go2vanguard.com

Corporate Headquarters

6625 S. Eastern Avenue—Suite 100
Las Vegas, NV 89119-3930
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